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1) ACELE

[WX3010-AC]dis cu

#

version 5.20, Release 3111P11

#

Sysname WX3010-AC

#

domain default enable portal

#

telnet server enable

#

port-security enable

#

portal server imc ip 192.168.1.254 url http://192.168.1.254/portal/logon.htm
portal free-rule 0 source interface GigabitEthernet1/0/1 destination any
portal local-server http

portal trap server-down

#

oap management-ip 192.168.0.101 slot 0
#

vlan 1

vian 2
#
vlan 100

#


https://zhiliao.h3c.com/questions/catesDis/193
https://zhiliao.h3c.com/User/other/0

radius scheme portal
server-type extended
primary authentication 172.16.100.200
primary accounting 172.16.100.200
key authentication h3c
key accounting h3c
user-name-format without-domain
nas-ip 192.168.1.254
#
domain portal
authentication portal radius-scheme portal
authorization portal radius-scheme portal
accounting portal radius-scheme portal
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool ap_add
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.254
#
dhcp server ip-pool sta_add
network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.254
#
user-group system
#
local-user admin
password simple admin
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#

wlan service-template 1 crypto



ssid H3C-PORTAL

bind WLAN-ESS 1

cipher-suite ccmp

security-ie rsn

service-template enable
#
interface NULLO
#
interface Vlan-interface1

ip address 192.168.1.254 255.255.255.0
#
interface Vlan-interface2

ip address 192.168.2.254 255.255.255.0
portal server imc method direct
#
interface Vlan-interface100

ip address 172.16.100.201 255.255.255.0
#
interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vlan all
#
interface WLAN-ESS1

port access vlan 2

port-security port-mode psk

port-security tx-key-type 11key
port-security preshared-key pass-phrase cipher 4rRxTMRshjevHnWJFnodbA==
#
wlan ap ap1 model WA2620-AGN id 1
serial-id 219801A0A79101G05128

radio 1

radio enable

radio 2

max-power 5

service-template 1

radio enable
#

ip route-static 172.16.100.0 255.255.255.0 192.168.1.253
ip route-static 172.16.100.0 255.255.255.0 192.168.2.253
#

dhcp enable
#

load xml-configuration
#
user-interface aux 0
user-interface vty 0 4

authentication-mode scheme



user privilege level 3
#

Return

ocsO

Press CTRL+K to quit.
Connected to OAP!

%Sep 18 16:46:11:607 2011 WX3010-SW SHELL/5/LOGIN:- 1 - Console(aux0) in unit1
login

dis cu
#
sysname WX3010-SW

#

oap management-ip 192.168.0.100 slot 0
#

radius scheme system

#

domain system

#

local-user admin

password simple admin
service-type telnet

level 3

#

vian1to2

#

vian 100

#

interface Vlan-interface1

ip address 192.168.0.101 255.255.255.0
#

interface Aux1/0/0

#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vian all

#

interface GigabitEthernet1/0/2
poe enable

#

interface GigabitEthernet1/0/3
#

interface GigabitEthernet1/0/4
#

interface GigabitEthernet1/0/5
#

interface GigabitEthernet1/0/6
#

interface GigabitEthernet1/0/7
#

interface GigabitEthernet1/0/8
#

interface GigabitEthernet1/0/9
#

interface GigabitEthernet1/0/10
#

interface GigabitEthernet1/0/11
stp disable

port link-type trunk

port trunk permit vian all
#



interface NULLO

#

user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

#

Return

2) TERBELE

(1) eERADIUSHZ.

# BIERADIUS 5 EportalFHENENE.

[WX3010-AC] radius scheme portal

#IREFINIERADIUSERSS 23H0IP1E172.16.100.122,
[WX3010-AC-radius-h3c] primary authentication 172.16.100.122
#18EF1H#ERADIUSRSS23HYIPHBIE172.16.100.122,
[WX3010-WX3010-AC-radius-h3c] primary accounting 172.16.100.122
#IRBRFSINERADIUSERSS SRR BRI ATHIH = A 9h3c.,
[WX3010-AC-radius-h3c] key authentication h3c
#IRBRF51H2ERADIUSIRS SRR BRI ZEREE8h3c,
[WX3010-AC-radius-h3c] key accounting h3c

# $$RADIUS 5 Z=h3cfIRADIUSIRSS 2535 BNR & Sextended,
[WX3010-AC-radius-h3c] server-type extended

# 1BRADIUS 5 =HAFIAER E AAHIEIAIL,
[WX3010-AC-radius-h3c] user-name-format without-domain

2) Bli#Edomaini,

# Bl portallgFFEt NEAREL,

[WX3010-AC] domain portal

# Hlan-access BB EINESZEARADIUSHZ, HERZAportal,
[WX3010-AC-isp-system] authentication portal radius-scheme portal
# Alan-access AP ERINGEARADIUS S, HEFAportal,
[WX3010-AC-isp-system] authorization portal radius-scheme portal
# Hlan-access P ECEITE S IRADIUSHZE, HEZ Aportal,
[WX3010-AC-isp-system]accounting portal radius-scheme portal
(3) £EfFRERORE.

[WX3010-AC] port-security enable

(4)  REPortalBFEIAIESEIA portal,

[WX3010-AC] domain default enable portal

(5) EeERZOWLAN-ESS 1,

# BEEECOWLAN-ESS1HBNEME.,

[WX3010-AC] interface WLAN-ESS 1

(6) TERSERE.

# B clears s BUAGARSS AR FHENEEL.

[WX3010-AC] wlan service-template 1 clear
#IREHRIARSERAISSID (ARSHERAYHR) JIH3C-PORTAL.
[WX3010-AC-wlan-st-1] ssid H3C-PORTAL

# FEWLAN-ESS1# 4P ERIRS R 1.

[WX3010-AC-wlan-st-1] bind WLAN-ESS 1

# RETLEFIRENZTEIRSS (SSID) BAESNATFHEAESIAIE.



[WX3010-AC-wlan-st-1] authentication-method open-system

# {FREIRSSEIR.

[WX3010-AC-wlan-st-1] service-template enable
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