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Edit IP Security Association | WPsec Configuration |
IPSec Security Association Setup
Peer 1P Address 27,166,120, 114
Terminated Security (L ¥
Zone
Keying Mode IKE b

B Ensbls secusity Association
[0 Support GAE and LZTP (Trareport Mode)

IKE Proposal MechTeth
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EXARIECE:

acl number 3005

rule 0 permit ip source 10.0.10.111 0 destination 192.168.1.150 0

ERERECE:

acl number 3005

rule 0 permit ip source 10.0.10.111 0 destination 192.168.1.150 0

rule 1 permit ip source 10.0.10.112 0 destination 192.168.1.150 0

R FEFTAOECE R AR INIPSecHEMNRAN, BAINSKZIKE SANEMTI, BZIPSecs
ZIMERIDEE, debuglEERR:

IKE packet dropped: (src addr: 207.166.120.114, dst addr: 207.150.244.134) with |_

COOKIE d74a08192947d8cd and R_COOKIE 7

b7ab8dbc3a79202, because of ' No IPSec policy found ' from payload PROPOSAL.
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f5: ipsec policy abc 10 isakmp

security acl 3005
asecurity acl 3005 aggregation
B security acl 3005 per-session

ike-peer 123
proposal 456
BRIPSecfRFACL N ERIRAT S A T =Fh:
standard7gz{: FKEWRSZATECACAIACL, JIACLTRIENHINE S —MRERI TR
aggregation/5=(: FREWRSCATICECAIACL, HACLRRIFTEEIRME — BT T
RIF,
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FEAR_EHYIPSec SANEdebugSEHF AN T T —EBAS:
*0.440056809 MTCaguas IKE/8/DEBUG:message alloc: allocated 577c8e4
*0.440056909 MTCaguas IKE/8/DEBUG:n ge 577c8e4 // AR
R RS HRL
*0.440056958 MTCaguas IKE/8/DEBUG:
*0.440057057 MTCaguas IKE/8/DEBUG:

ge_recv: n

ICOOKIE: 0xe6903637ca42d204
RCOOKIE: 0x3b199ff67799eaea

*0.440057156 MTCaguas IKE/8/DEBUG:
*0.440057255 MTCaguas IKE/8/DEBUG:
*0.440057354 MTCaguas IKE/8/DEBUG:
*0.440057453 MTCaguas IKE/8/DEBUG:
*0.440057503 MTCaguas IKE/8/DEBUG:
*0.440057602 MTCaguas IKE/8/DEBUG:

NEXT_PAYLOAD: HASH
VERSION: 16

EXCH_TYPE: QUICK_MODE
FLAGS: [ ENC ]
MESSAGE_ID: 0xda9109eb
LENGTH: 292

*0.440057661 MTCaguas IKE/8/DEBUG:message dump: iovec 0:

*0.440060661 MTCaguas IKE/8/DEBUG:validate payload ID of message 577c8e4

*0.440060769 MTCaguas IKE/8/DEBUG
*0.440060770 MTCaguas IKE/8/DEBUG

*0.440060869 MTCaguas IKE/8/DEBUG:
*0.440060918 MTCaguas IKE/8/DEBUG:

192.168.1.150

TYPE: 1

DOI_DATA: 0x000000

id information: type 1 proto 0 port 0
id information: IPv4 address

*0.440061017 MTCaguas IKE/8/DEBUG:validate payload ID of message 577c8e4
*0.440061067 MTCaguas IKE/8/DEBUG: TYPE: 7

*0.440061166 MTCaguas IKE/8/DEBUG:
*0.440061265 MTCaguas IKE/8/DEBUG:

Hitypeda 7

DOI_DATA: 0x000000
id information: type 7 proto 0 port 0 // ACL

*0.440061314 MTCaguas IKE/8/DEBUG:validate payload HASH of message 577c8e
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IXEHEXSECIER AT AE R :
*0.444168431 MTCaguas IKE/8/DEBUG:validate payload ID of message 5855844
*0.444168530 MTCaguas IKE/8/DEBUG: TYPE: 1
*0.444168530 MTCaguas IKE/8/DEBUG: DOI_DATA: 0x000000
*0.444168629 MTCaguas IKE/8/DEBUG: id information: type 1 proto 0 port O
*0.444168678 MTCaguas IKE/8/DEBUG: id information: IPv4 address 192.168.1.
150
*0.444168777 MTCaguas IKE/8/DEBUG:validate payload ID of message 5855844
*0.444168827 MTCaguas IKE/8/DEBUG: TYPE: 1 // ACLAtypeJa1
*0.444168926 MTCaguas IKE/8/DEBUG: DOI_DATA: 0x000000
*0.444169025 MTCaguas IKE/8/DEBUG: id information: type 1 proto 0 port 0
BB Atype N7TRIACLEHAFZRIE? IERNBEEEN
The ID_IPV4_ADDR_RANGE type specifies a range of IPv4 addresses,

represented by two four (4) octet values. The first value is the

beginning IPv4 address (inclusive) and the second value is the ending

IPv4 address (inclusive). All addresses falling between the two

specified addresses are considered to be within the list.
TR FIAE N EEA ARy pe A 7THIACLIER R EXS LB E 5, BIER—
A A AR TRR — e,
BT MERFEXEIRE_ERILOGIEEBIER 7 X5IREHASLE/RIE T type/I7THIACL:
2874 2007-06-19 14:03:50 INFO VPN 207.150.244.134:500
207.166.120.114:500 Initiator started IKE phase 2
2875 2007-06-19 14:03:50 INFO VPN 207.150.244.134:500
207.166.120.114:500 Peer phase 2 ID: IPV4_ADDR_RANGE--10.0.10.111/10.0.10.
112
2876 2007-06-19 14:03:50 INFO VPN 207.150.244.134:500
207.166.120.114:500 Local phase 2 ID: IPV4_ADDR--192.168.1.150
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HTFAREEHEE e Etype A7HIACL, SEUPSectiiiM, EVIFEE LERAZ
FEEITXAMAZZURIACL, EACL type/g 1 SRANIFRITIES.
TENE—TEHEI=FACLE N SEENIR R :

1 IP subnet + #RBAIFZL-------------- > ACL type 1

2 IP Group (Hlibith) ---------omeeeeeen >ACL type 4
3 IPHEHESEE (J01.1.1.1--1.1.10) - SACL type 7
B, BREE:
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