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The configuration of SNMP on H3C 5600 switch

| Requirement for the diagram

1. NMS and switchA connect each other via Ethernet. The ip address of NMS is 1
0.10.10.1, and the ip address of switchA’s VLAN interface is 10.10.10.2.

2. The configuration of switchA: set community name and access right and the id
of administrator and permit switch send trap message.

Il Network topology.
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1} Steps of configuration

1. Set community and group and user.
<SwitchA> system-view

[SwitchA] snmp-agent

[SwitchA] snmp-agent sys-info version all

[SwitchA
[SwitchA] snmp-agent group v3 managev3group write-view internet

]
[SwitchA] snmp-agent community write public
] snmp-agent mib-view include internet 1.3.6.1
]
[SwitchA] snmp-agent usm-user v3 managev3user managev3group
2.  Set NMS's interface is VLAN2, and add the port Ethernet1/0/2 to VLAN2. Ip ad
dress of VLANZ interface is 10.10.10.2.
[SwitchA] vlan 2
[SwitchA-vlan2] port Ethernet 1/0/2
[SwitchA-vlan2] quit
[SwitchA] interface Vlan-interface 2
[SwitchA-Vlan-interface2] ip address 10.10.10.2 255.255.255.0
[SwitchA-Vlan-interface2] quit
3.  permit NMS send trap message and community name is public
[SwitchA] snmp-agent trap enable standard authentication
[SwitchA] snmp-agent trap enable standard coldstart
[SwitchA] snmp-agent trap enable standard linkup
[SwitchA] snmp-agent trap enable standard linkdown
[SwitchA] snmp-agent target-host trap address udp-domain 10.10.10.1 udp-port 5000
params securityname public
IV Key notes in the configuration
1. SNMP V3 adopt user name and password authentication mode. You should set
user name and corresponding security level on NMS.

2. Security level include “authentication” “encryption” and “authentication and encr

yption”.
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