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#
sysname VAMSERVER

#

IFEEVAM Server EA¥SITIPbLE
vam server ip 192.168.1.22

#

domain default enable system

#

IEBEINERT, AIRERRESEAAA Server
domain system

access-limit disable

state active

idle-cut disable

self-service-url disable

#

/IBIZEVPN, 1HIDAI1

vam server vpn 1

server enable

IRt =R /9123
pre-shared-key simple 123
/AEREVPN 1 AIFEHubsibiik
hub private-ip 10.0.1.1

hub private-ip 10.0.1.2

#

/IBFEVPN, 1%IDA2

vam server vpn 2

server enable
authentication-method pap
pre-shared-key simple 456
hub private-ip 10.0.2.1

hub private-ip 10.0.2.2

#

IIRIEANEFAF, FTFAEHUbFISpokei& &
local-user dvpnihubi
password simple dvpn1hubi
level 3

service-type dvpn

local-user dvpn1hub2
password simple dvpn1hub2
level 3

service-type dvpn

local-user dvpnispoke1
password simple dvpnispoke1
level 3

service-type dvpn

local-user dvpnispoke2
password simple dvpnispoke2
level 3

service-type dvpn

local-user dvpn2hub1
password simple dvpn2hub1
level 3

service-type dvpn

local-user dvpn2hub2
password simple dvpn2hub2
level 3

service-type dvpn

local-user dvpn2spoke2
password simple dvpn2spoke2
level 3

service-type dvpn

#

interface GigabitEthernet0/0

port link-mode route

ip address 192.168.1.22 255.255.255.0
#

user-interface con 0
user-interface tty 97 102
user-interface aux 0
user-interface vty 0 4
#

HUB 1 Ec&




#
sysname hub1

#

/R BIKET K

ike peer vam
pre-shared-key abcde

#

ERBIPSec £

ipsec proposal vam

esp authentication-algorithm sha1

#

/[EREIPSecRHELE

ipsec profile vamp

pfs dh-group2

//5 | FAEEESFHIIKE XIS
ike-peer vam

/3| FBEC B FHIPSecR SR
proposal vam

sa duration traffic-based 600

#

118UV PN 1A9% Fifdvpn1hub1

vam client name dvpn1hub1

client enable

/[ECEVAM Server HIP

server primary ip-address 192.168.1.22

user dvpnihub1 password simple dvpn1hub1
vpn 1

/[EEEVAM Client FOTRIHZEZA

pre-shared-key simple 123

#

/1BIEEV PN 289 Fimxdvpn2hub

vam client name dvpn2hub1

client enable

server primary ip-address 192.168.1.22
user dvpn2hub1 password simple dvpn2hub1
vpn 2

pre-shared-key simple 456

#

interface GigabitEthernet0/0

port link-mode route

ip address 192.168.1.1 255.255.255.0

#

/BB VPN 1 FIB%ERZC Tunnel
interface Tunneli

ip address 10.0.1.1 255.255.255.0
tunnel-protocol dvpn udp
source GigabitEthernet0/0

ospf network-type broadcast
vam client dvpnihub1

ipsec profile vamp

#

//BEE VPN 2RI B%ERZ Tunnel2
interface Tunnel2

ip address 10.0.2.1 255.255.255.0
tunnel-protocol dvpn udp
source GigabitEthernet0/0

ospf network-type broadcast
vam client dvpn2hub1

ipsec profile vamp

#

=y NTlidzE

ospf 100

area 0.0.0.0

network 192.168.1.0 0.0.0.255

#

IR EFAMIES

ospf 200

area 0.0.0.0

network 10.0.1.0 0.0.0.255
#

ospf 300

area 0.0.0.0

network 10.0.2.0 0.0.0.255
#

HUB 2 fic&




#
sysname hub2

#

/R BIKET K

ike peer vam
pre-shared-key abcde

#

/ERBIPSec SR

ipsec proposal vam

esp authentication-algorithm sha1

#

/[BLEIPSeckEHELR

ipsec profile vamp

pfs dh-group2

//5 | FAEEESFHIIKE XIS
ike-peer vam

/3| FBEC B FHIPSecR SR
proposal vam

sa duration traffic-based 600

#

//RVEEVPNIE 1 B9Z Fifdvpn1hub2

vam client name dvpn1hub2

client enable

server primary ip-address 192.168.1.22
user dvpn1hub2 password simple dvpn1hub2
vpn 1

pre-shared-key simple 123

#

/1812 VPN 2892 Fifdvpn2hub2

vam client name dvpn2hub2

client enable

server primary ip-address 192.168.1.22
user dvpn2hub?2 password simple dvpn2hub2
vpn 2

pre-shared-key simple 456

#

interface Ethernet0/0

port link-mode route

ip address 192.168.1.2 255.255.255.0

#

/BB VPN 1 FIB%ERZC Tunnel
interface Tunnel1

ip address 10.0.1.2 255.255.255.0
tunnel-protocol dvpn udp

source Ethernet0/0

ospf network-type broadcast

vam client dvpnihub2

ipsec profile vamp

#
/BB VPN 2R B%ERZ I Tunnel2
interface Tunnel2

ip address 10.0.2.2 255.255.255.0
tunnel-protocol dvpn udp

source Ethernet0/0

ospf network-type broadcast

vam client dvpn2hub2

ipsec profile vamp

#
IEREAMESH
ospf 100
area 0.0.0.0
network 192.168.1.0 0.0.0.255

#
IEEERARIES
ospf 200
area 0.0.0.0
network 10.0.1.0 0.0.0.255
#
ospf 300
area 0.0.0.0
network 10.0.2.0 0.0.0.255
#
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#
sysname spoke1
#

/R BIKET K
ike peer vam
pre-shared-key abcde

#

/ERBIPSec SR

ipsec proposal vam

esp authentication-algorithm sha1

#

/[EREIPSecRHELE

ipsec profile vamp

pfs dh-group2

ike-peer vam

proposal vam

sa duration traffic-based 600

#

/I8 VPNIZ 1892 Fimdvpn1spoke

vam client name dvpnispoke1

client enable

server primary ip-address 192.168.1.22
user dvpnispoke1 password simple dvpnispoke1
vpn 1

pre-shared-key simple 123

#

interface Ethernet0/0

port link-mode route

ip address 192.168.1.3 255.255.255.0

#

[[EEE VPN 1 FOBSERE O Tunnelt
interface Tunneli

ip address 10.0.1.3 255.255.255.0
tunnel-protocol dvpn udp
source Ethernet0/0

ospf network-type broadcast
vam client dvpnispoke1

ipsec profile vamp
#

ospf 100
area 0.0.0.0
network 192.168.1.0 0.0.0.255
#
ospf 200
area 0.0.0.0
network 10.0.1.0 0.0.0.255
#

Spoke 2 BitE




#
sysname spoke2

/R BIKET K
ike peer vam
pre-shared-key abcde

#

/EREIPSec £IRIN

ipsec proposal vam

esp authentication-algorithm sha1

#

/[BLEIPSeckEHELR

ipsec profile vamp

pfs dh-group2

ike-peer vam

proposal vam

sa duration traffic-based 600

#

/IBIEEV PN 1#9% Fimdvpnispoke2

vam client name dvpnispoke2

client enable

server primary ip-address 192.168.1.22

user dvpnispoke2 password simple dvpnispoke2
vpn 1

pre-shared-key simple 123

#

1BV PN 289 % Fimdvpn2spoke2

vam client name dvpn2spoke2

client enable

server primary ip-address 192.168.1.22
user dvpn2spoke2 password simple dvpn2spoke2
vpn 2

pre-shared-key simple 456

#

interface Ethernet0/0

port link-mode route

ip address 192.168.1.4 255.255.255.0

#

/[ERE VPN 1 FOBEIZ O Tunnel 1
interface Tunnell

ip address 10.0.1.4 255.255.255.0
tunnel-protocol dvpn udp
source Ethernet0/0

ospf network-type broadcast
vam client dvpnispoke2

ipsec profile vamp

#

/[ERE VPN 2RIpEERE O Tunnel2
interface Tunnel2

ip address 10.0.2.4 255.255.255.0
tunnel-protocol dvpn udp
source Ethernet0/0

ospf network-type broadcast
vam client dvpn2spoke2
ipsec profile vamp

#

ospf 100

area 0.0.0.0

network 192.168.1.0 0.0.0.255
#

ospf 200

area 0.0.0.0

network 10.0.1.0 0.0.0.255

#

ospf 300

area 0.0.0.0

network 10.0.2.0 0.0.0.255

#

/. BoEKHE:

1) DVPN7EVSFEE LRSS S VIFAEBRANKE), REGSHERA, EVIFALE
XFFHEDVPNE—HA, MfEVSTFE ESTFHIEDVPNE HE;

2) AfIFREAAA ServerfIVAMEEFER—AMSRE, 7ESERRR A AT LAFERSRIRAY
REIESIAAA Server, BEREREELIEAISEBMEFMTE—&,;

f. WIE

1) @id#p<dis vam server address-map alEJLAZEEEZEIVAM Server RIS E (S
B, HIFFTENHUBFISpokeEREETMZEIVAM Sever;

<VAMSERVER>dis vam server address-map all

VPN name: 1

Total address-map number: 4

Private-ip  Public-ip Type Holding time

10.0.1.1 192.168.1.1  Hub OH 22M 8S



10.0.1.2 192.168.1.2  Hub OH 37M 0S
10.0.1.3 192.168.1.3 Spoke  OH29M 11S
10.0.1.4 192.168.1.4  Spoke OH 22M 51S
VPN name: 2
Total address-map number: 3
Private-ip  Public-ip Type Holding time
10.0.2.1 192.168.1.1  Hub OH 22M 8S
10.0.2.2 192.168.1.2  Hub OH 36M 45S
10.0.2.4 192.168.1.4  Spoke O0H 22M 50S
2) TEHUBIREIRE{EAAs< dis dvpn session alRIABRIFFEEIFHIRERES,
<hub1>dis dvpn session all
Interface: Tunnell VPN name: 1 Total number: 3
Private IP:  10.0.1.2
Public IP:  192.168.1.2
Session type: Hub-Hub
State: SUCCESS
Holding time: Oh 12m 1s
Input: 101 packets, 100 data packets, 1 control packets
87 multicasts, 0 errors
Output: 106 packets, 99 data packets, 7 control packets
87 multicasts, 10 errors
Private IP:  10.0.1.4
Public IP:  192.168.1.4
Session type: Hub-Spoke
State: SUCCESS
Holding time: Oh 22m 39s
Input: 183 packets, 182 data packets, 1 control packets
157 multicasts, 0 errors
Output: 186 packets, 185 data packets, 1 control packets
155 multicasts, 0 errors
Private IP:  10.0.1.3
Public IP:  192.168.1.3
Session type: Hub-Spoke
State: SUCCESS
Holding time: Oh 8m 7s
Input: 164 packets, 163 data packets, 1 control packets
54 multicasts, 0 errors
Output: 77 packets, 76 data packets, 1 control packets
55 multicasts, 0 errors
Interface: Tunnel2 VPN name: 2 Total number: 2
Private IP:  10.0.2.2
Public IP:  192.168.1.2
Session type: Hub-Hub
State: SUCCESS
Holding time: Oh 12m 4s
Input: 97 packets, 96 data packets, 1 control packets
84 multicasts, 0 errors
Output: 100 packets, 93 data packets, 7 control packets
80 multicasts, 10 errors
Private IP:  10.0.2.4
Public IP:  192.168.1.4
Session type: Hub-Spoke
State: SUCCESS
Holding time: Oh 22m 40s
Input: 165 packets, 164 data packets, 1 control packets
151 multicasts, 0 errors
Output: 162 packets, 161 data packets, 1 control packets
148 multicasts, 0 errors
3) fESpokeli&# LfEF#< dis dvpn session allJ LABZIFFEEMFHIBRERES, X
BHEFTBRIEER R FSHIE, MRENSRIE;
<spoke1>dis dvpn session all
Interface: Tunnell VPN name: 1 Total number: 2
Private IP:  10.0.1.1
Public IP:  192.168.1.1



Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 9m 57s
Input: 88 packets, 87 data packets, 1 control packets
66 multicasts, 0 errors
Output: 197 packets, 196 data packets, 1 control packets
65 multicasts, 0 errors
Private IP:  10.0.1.2
Public IP:  192.168.1.2
Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 9m 57s
Input: 78 packets, 77 data packets, 1 control packets
62 multicasts, 0 errors
Output: 80 packets, 79 data packets, 1 control packets
65 multicasts, 0 errors
WNERPing Spoke 2iJtunnlelittlit FAEREA RS, SRMSH—FISHRE BER
. WTNLEFARES
<spoke1>ping 10.0.1.4
PING 10.0.1.4: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.4: bytes=56 Sequence=1 ttl=254 time=6 ms
Reply from 10.0.1.4: bytes=56 Sequence=2 ttl=255 time=3 ms
Reply from 10.0.1.4: bytes=56 Sequence=3 ttl=255 time=3 ms
Reply from 10.0.1.4: bytes=56 Sequence=4 ttl=255 time=3 ms
Reply from 10.0.1.4: bytes=56 Sequence=>5 ttl=255 time=3 ms
--- 10.0.1.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/6 ms
<spoke1>dis dvpn session all
Interface: Tunnell VPN name: 1 Total number: 3
Private IP:  10.0.1.1
Public IP:  192.168.1.1
Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 17m 57s
Input: 143 packets, 142 data packets, 1 control packets
114 multicasts, 0 errors
Output: 347 packets, 346 data packets, 1 control packets
113 multicasts, 0 errors
Private IP:  10.0.1.2
Public IP:  192.168.1.2
Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 17m 57s
Input: 131 packets, 130 data packets, 1 control packets
110 multicasts, 0 errors
Output: 134 packets, 132 data packets, 2 control packets
113 multicasts, 0 errors
Private IP:  10.0.1.4
Public IP:  192.168.1.4
Session type: Spoke-Spoke
State: SUCCESS
Holding time: Oh Om 3s
Input: 5 packets, 4 data packets, 1 control packets
0 multicasts, 0 errors
Output: 5 packets, 4 data packets, 1 control packets
0 multicasts, 0 errors
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