(% 875003 AL Bharp I E4F %

H#iE  2007-12-26 K&

S75003z A Bharp Bl S 1E

= ARPHHY R ARPIZEKE

1. ARPHHYETY

ARPIIMGRA T WIEAHEIE (MACHELE) EI=Edbit (IPHElE) ZBXIRL EEE
MR, BRBWElarpiRXNfE, SEHEMarpRIT,

R

i (#) Hlzk

ARPIRIZ i B R [EIE/90x0806, MEMHFSRELFEIERR T RIS B AIEATE{HEN
KRB, DIARBIERT. hNREIFRIEIET KX 1RHAISEMNYSEEL, IP/30x080
0, MK ERNISETERE TR S BB ARE, IXFEARPIR SR
AR RN AR PER. RIFFRARRTXMRAER, ARP
BKA1, ARPIIRLAS2, RARPIEKI3, RARPNIRL/S4, BRY BRILLKRIIEIES,
HittFEREEHIER(E.

HRHARPIEREY, RIXTTEFAIXTTERRAIETT IPibil, EEES BiRIPibiE,
LERHERKEEIXNARPIHEER], MSERMRY PIE EB S48, AR
PIAEIEEREBARPHIIEEARP,

2. ARPIE

WRE—ATHEENTRNAREEE RN, BALSBEMXL, X
H—alRILURBERNARPIRGHSIEEERHEREES, ARECHAILIE
REHRE, BEIENEERITREBANEK.

2.1. [REARPRZ

REMNBENMARNER, XIASEHHEARPRHPENBAIMACHELE, FEHAREN
BRIFTE E&ANEREG i, FESHEEARPEMZAT, SMEBIIENRIXAR
PiEXK, (ISRRERIBAYIPHINESSERRBRYIPHEIEAR], NIATEAHAIARPSE iR,
WMRRERIBAYIPHEIE SSEFRBAYIPHENIER], NSHIMPHEINRERES, EER
SCHIBKREAEFRIEIRVER T, REARPEMIIFRISIEARPEEBIAEER

2.2 FXANERESA

BRENENAR AR BEREATNBRIXRFENARPEIFE, THIBIEIENANE
HEE, SEFMACHIHE TR FEHAKIMACHIE, FHBEFIEENAKNFEIPE
HEBE T, FEFEERINIRRrSTEARPEWATBIAEIER.

2.3 FERFARPERTR

BT REARPEMNTHISEARPEW AT RINEMER, BHEENENEsmEtE
MRIEIRNE, BEFEBEERE, AT EESHIRGEFEERAE, EEMACHIIE
FRIERAIEARPEIRE,

2.4 RKETFH

ANERTELARR_EA&IE—NPHBUEA R KAI R ZERARPEIIRE, NS _ERFEHED
EGHRXANEEWINIFFEIP,

Z. S75003RHBHARPIIEL YRR

1 IPFAMACHELIEEE

KRR E S E P Imacitbit B2 vian, EOM4EE

[H3C]Jarp static 10.10.12.20 0013-3042-1820
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[H3CJarp source-suppression limit ?
local Specify ARP source suppression limit that destination IP is local
through Specify ARP source suppression limit that destination IP isn't local
total Specify ARP source suppression limit
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[H3CJarp max-entry ?
INTEGER<4096-8192> Value of maximum ARP entry number
REERSK.
[H3Clinter g 5/0/1
[H3C-GigabitEthernet5/0/1]arp max-dynamic-entry ?
INTEGER<0-8192> Value of maximum port dynamic ARP entry number
REBER2K, RENSEETLHR THNGORE:
[H3C]dis arp entry-limit
The maximum ARP entry number is 8192
The maximum dynamic ARP entry number of the port GigabitEthernet0/0/1 is 2048
The maximum dynamic ARP entry number of the port GigabitEthernet0/0/2 is 2048
The maximum dynamic ARP entry number of the port GigabitEthernet0/0/3 is 2048
The maximum dynamic ARP entry number of the port GigabitEthernet0/0/4 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/1 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/2 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/3 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/4 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/5 is 2048
The maximum dynamic ARP entry number of the port Ethernet2/0/6 is 2048
I 75ERTLARSSBARP table attacks:
[H3C]dis arp attack-list
MAC ADDR VLAN IP ADDR PORT NAME LAST-ATTACK COUNT
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[H3CJarp mac-arp-map limit ?

INTEGER<1-8192> Attack list of the ARP attacker
EVAERAIMACKI A AR IPABEEIT 24 . FILAUEI dis arp attack-listip S EEIBH
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acl number 5000

rule deny 0806 ffff 16 RI<ipititit (163FH)  ffffffff 32
XJFft48eEiti

acl num 5000

rule deny 0806 ffff 20 Eipithiit (165F4])  ffffffff 36
EBSRIREENRORE,
FIan>&iBiE79192.168.1.1 B Lbe4/0/1 %O MR E{HE MANEE
I3 FIEft48eAIocmERtR :

acl num 5000

rule 0 deny 0806 ffff 16 c0a80101 ffffffff 32
JFFft48eEaty :

acl num 5000

rule 0 deny 0806 ffff 20 c0a80101 ffffffff 36
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