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<H3C>debugging hwtacacs all

<H3C>debugging local-server private

EIdebuglEEFBUTHE

*0.86152099 H3C SC/8/SC_GENERAL::- 1 -Recv MSG,[MsgType=Authen ack succe
ss Index= 71, ulParam3=2185366660] -------- RRIAERTD

*0.86152216 H3C TAC/8/Event:- 1 -TAC_MESSAGE for AAA->TAC:

*0.86152299 H3C TAC/8/Event:- 1 -

UserID=71 AuthorType=4 AuthenMethod=6 AuthenType=1 AuthenService=1 Priv
Level=0 TemplateNum=0 ArgNum=2 UserName=test@3900 PortName=vty0 Servi
ce=shell Protocol=cmd* RemAddress=1.1.1.1

*0.86152586 H3C TAC/8/Event:- 1 -Tac receive 3 message, but cannot find accordin
g session.

*0.86152682 H3C TAC/8/Event:- 1 - hwtacacs create new session :session id: 18114
, user id: 71, server ip: 1.1.1.4

*0.86152832 H3C TAC/8/Event:- 1 -version:cO type:AUTHOR_REQUEST

seq_no:1 flag:ENCRYPTED_FLAG session_id:46¢c2 length:47
authen_method:AUTHEN_METH_PLUS priv_IvI:VISIT
authen_type:AUTHEN_TYPE_ASCII authen_service:AUTHEN_SVC_LOGIN

user len:9 portlen:4  rem_addr len:7 arg_cnt:2

arg1 len:13 arg2 len:4 user:test@3900 port:vty0 rem_addr:1.1.1.1

arg1 :service=shell arg2 :cmd*

*0.86153332 H3C TAC/8/Event:- 1 -statics: transmit flag:1, server flag: 1,packet flag:
Oxff

*0.86156285 H3C TAC/8/Event:- 1 -statics: transmit flag:3, server flag: 1,packet flag:
Oxff

*0.86156383 H3C TAC/8/Event:- 1 -No useful server.

*0.86156432 H3C TAC/8/Event:- 1 - hwtacacs session is deleted due to expiration:se
ssion id: 18114, user id: 71, server ip: 1.1.1.4

*0.86156599 H3C SC/8/SC_GENERAL::- 1 -Recv MSG,[MsgType=Author ack reject
Index= 71, ulParam3=2185746340]---------- RN

*0.86156716 H3C SC/8/SC_GENERAL::- 1 -Recv MSG,[MsgType=Leaving request |
ndex =71, ulParam3=0]

M EirdebuglEERILAEE], RERBNMRLET, #—PEERERN:

hwtacacs scheme acs

primary authentication 1.1.1.4

primary authorization 1.1.1.4

key authentication h3c

key authorization h3c

#

domain 3600

authentication hwtacacs-scheme acs local

authorization hwtacacs-scheme acs

accounting none

domain system
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https://zhiliao.h3c.com/User/other/0

DA EEAH, ENEETLMRR, EXERIERENT:

hwtacacs scheme acs
primary authentication 1.1.1.4
primary authorization 1.1.1.4
key authentication h3c
key authorization h3c
#
domain 3600
scheme hwtacacs-scheme acs local
accounting none
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