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SecPath1000F: frZs/9Version 3.40, ESS 1622;
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1. SecPath1000F (%) BYFEEH:

sysname fw1

#

router id 10.1.1.1

#

firewall packet-filter enable

firewall packet-filter default permit

#

ike proposal 10 /AR EIKERISRES

authentication-algorithm md5 /A#EZEmdSEIARFHTIIE (SOEANATIHZESRE, BIA5cHR/9DH gr
oupl EALFBUIAREIRE, BUKE B Edis cu 1, 15IhiReE)

sa duration 1500 /AR EIKERIATZEEA /915008

#

ike peer wanxin /IRETIHZZHARVAILEF

pre-shared-key h3c //Z489: h3c (Rfumth@si—+E)

remote-address 202.103.1.1 /AR EXJus ittt

#

ipsec proposal wanxin //BEE—1NZ 3 wanxin "z 212N

encapsulation-mode transport /ARSEISER FEEIEI (RS MCR Aesp JAEEEXRshal, IF
THIABERE, BB EREds cu F)

#

ipsec policy 1 10 isakmp /B 25RE, AN BN, EHERBIKENSRIENE
security acl 3000 //5|F TEIZEHRJacl 3000

ike-peer wanxin //5|F3 LR ERY ke peer wanxin”

proposal wanxin //3|FB_EEIR &R ipsec proposal wanxin”

sa duration time-based 1500 /AR BETFAIEREFERE 15008

#

acl number 3000 /BIREINZEHWRR (INZEAIEFPeer BOMMER, XMEXHEE)
rule 1 permit gre source 192.168.1.0 0.0.0.255 destination 202.103.1.0 0.0.0.255
rule 2 deny ip

#

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

ipsec policy 1 /AEHEO ENAZEEE (RBRMATIPSecABEERN)

#

interface TunnelO /B3 GRER%E

ip address 1.1.1.1 255.255.255.0

source 192.168.1.1

destination 202.103.1.1

#
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interface LoopBack0 /FB—NEEFROMEIFEEI—NLAN#EIE
ip address 10.1.1.1 255.255.255.0

#

firewall zone untrust

add interface GigabitEthernet0/0

add interface Tunnel0 /ANICHEZEOBZEEIMAE— M

set priority 85

#

ospf 1 //EFBOSPF-FIERLANZ [EAERSFR
area 0.0.0.0

network 1.1.1.0 0.0.0.255

network 10.1.1.0 0.0.0.255
#

ip route-static 0.0.0.0 0.0.0.0 192.168.1.2 preference 60 /fFIEFPeerZ [BIBEILIE(S, MuthEIPSec
24, RREiRINERE

2. SecPath1000F (Peer2) RIEEFIH:

i¥: Peer2fNEEESPeert EAERE, HiERERL
sysname fw2
#
router id 10.2.2.2
#
firewall packet-filter enable
firewall packet-filter default permit
#
ike proposal 10
authentication-algorithm md5
sa duration 1500
#
ike peer wanxin
pre-shared-key h3c
remote-address 192.168.1.1
#
ipsec proposal wanxin
encapsulation-mode transport
#
ipsec policy 1 10 isakmp
security acl 3000
ike-peer wanxin
proposal wanxin
sa duration time-based 1500
#
acl number 3000
rule 1 permit gre source 202.103.1.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 2 deny ip
#
interface GigabitEthernet0/0
ip address 202.103.1.1 255.255.255.0
ipsec policy 1
#
interface Tunnel0
ip address 1.1.1.2 255.255.255.0
source 202.103.1.1
destination 192.168.1.1
#
interface LoopBackO
ip address 10.2.2.2 255.255.255.0
#
firewall zone untrust
add interface GigabitEthernet0/0
add interface TunnelO
set priority 5
#



ospf 1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
network 10.2.2.0 0.0.0.255
#
ip route-static 0.0.0.0 0.0.0.0 202.103.1.2 preference 60

3. ISIELER:

ping —a 10.1.1.1 10.2.2.2 /AIIXFLANZ B2 EREEE
dis ike sa //EABIKER TR

dis ipsec sa /EELZEHKENER

dis ipsec statistica /BEELZEIRIAIFIHER

M. EEXE=S

1. Peeri5Peer2fIKE, IpsecFMNERIIRESSENTUER;

2. EeEIRF—H/E:

(1) FPeerZ |EREEIEEPPingi@

(2) BEEEESIUP

(3) E&H (ABIHOSPF) ELETTH, HRIRFLANZ EREEPIngE
(4) EEEIPSec

3. EfiXREmERE,



	SecPath防火墙GRE over IPSec+ospf的典型配置

