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SecPath1000F: frZs/9Version 3.40, ESS 1622;

= RESE
1. SecPath1000F (%) MFEHIE:

sysname fw1

#

firewall packet-filter enable
firewall packet-filter default permit

#
ipsec proposal wanxin /BIE—NEZ g wanxin’ L LRI (£EMERRERR)
#

ipsec policy 1 10 manual /BIEREKEE, hEAINAFLINE, A RABIKERIZRINE
security acl 3000 /3| TEIZEHRJacl 3000

proposal wanxin /5| _LE&ZEH#RI“ipsec proposal wanxin”’

tunnel local 192.168.1.1 /ARE A imitbiE

tunnel remote 202.103.1.1 /AR B Xtk

sa spi inbound esp 54321 /AZRESPIFIZE (MEDBIFNIHRENSEER)
sa string-key inbound esp 54321

sa spi outbound esp 12345

sa string-key outbound esp 12345
#
acl number 3000 /BIREINZEWRR (INZEAIZRFILANSIMER, XMRXHEE)

rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 10.2.2.0 0.0.0.255

rule 1 deny ip
#
interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

ipsec policy 1 /AEH#EO LR AL E%E (RBRATIPSecH8E4R)
#
interface LoopBack0 //FB—NEEAOMHIFEHE—NLAN#EIE

ip address 10.1.1.1 255.255.255.0
#
firewall zone untrust

add interface GigabitEthernet0/0

set priority 85
#

ip route-static 0.0.0.0 0.0.0.0 192.168.1.2 preference 60 /{FIEFPeerZ [BIREIGE(S, MuthEIPSec
2%, ERBiRINERE

2. SecPath1000F (Peer2) WIEEFLH:
iE: Peer2fEESPeert EAMER, HUFERL

sysname fw2
#


https://zhiliao.h3c.com/User/other/0

firewall packet-filter enable
firewall packet-filter default permit
#
ipsec proposal wanxin
#
ipsec policy 1 10 manual
security acl 3000
proposal wanxin
tunnel local 202.103.1.1
tunnel remote 192.168.1.1
sa spi inbound esp 12345
sa string-key inbound esp 12345
sa spi outbound esp 54321
sa string-key outbound esp 54321
#
acl number 3000
rule 0 permit ip source 10.2.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
rule 1 deny ip
#
interface GigabitEthernet0/0
ip address 202.103.1.1 255.255.255.0
ipsec policy 1
#
interface LoopBackO
ip address 10.2.2.2 255.255.255.0
#
firewall zone untrust
add interface GigabitEthernet0/0
set priority 5
#
ip route-static 0.0.0.0 0.0.0.0 202.103.1.2 preference 60

3. IRIFER:
ping —a 10.1.1.1 10.2.2.2 /AIXFLANZ IR EREEE
dis ipsec sa IEEREREBENER

dis ipsec statistica ~ /EBELRERINFIHES
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