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—. EMFEX:

BCEHost (SSHEFH) SSwitchi2SI AR, HostRAISSHIEREISwitch
. LURESUREEAIRNR S, SSHRPRAISAESpublickey AJE, SAERTR
FIAREZHELARSA,

—. ‘ANE:
SSH client SSH server
Vlan-int1
192.168.1.26/24 192 165.1.40/24 @
Host Switch
EELSE:

(1) BCESSHARSSERSwitch
# “ERRRSARDSAZAYY, FSnISSHARSS 28
<Switch> system-view
[Switch] public-key local create rsa
[Switch] public-key local create dsa
[Switch] ssh server enable
# ECEVLANEO RPN, EFimiSmid izt EESSHIRSS 28,
[Switch] interface vlan-interface 1
[Switch-Vlan-interface1] ip address 192.168.1.40 255.255.255.0
[Switch-Vlan-interface1] quit
# 18 B APEO_ DAIFEIAAAAILE,
[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme
# IR E Switch EIFZFIFE RN ISSH.
[Switch-ui-vty0-4] protocol inbound ssh
# IREFFREIRIRTE S HAl /93,
[Switch-ui-vty0-4] user privilege level 3
[Switch-ui-vty0-4] quit
# I3 ftkey pubsR S NITiHHIA T,
[Switch] public-key peer Switch001 import sshkey key.pub
# IRESSHFAF client002KIAIETS X /9publickey, FHIERE/A$B79Switch001,
[Switch] ssh user client002 service-type stelnet authentication-type
publickey assign publickey Switch001
(2) ECESSHZ=FimHost
# “ERRSAZENT .
EEFImE{TPUTTYGen.exe, 1ES#G=hi%iESSH-2 RSA”, Mdi<Generate>, 1=
EEFimEEXT.

- PulTY Eey Generator ﬁl

Bile Key Conversiens Help

Key
Ho key.

Actions

Generale s public/private key par
Load an evistig pivafe key fle
Save the genetated key

Pasaeneters

Type of key lo generate:
() 55H1 [RSA) (¥ 55H2 ASA (O 85H-2D5A

Number of bits in & generabed key: 1024



https://zhiliao.h3c.com/User/other/0

FEFAERANRSI R EMER RS, RS RT TERSETIREEIRC
HIEFEIMOS, BUHERNE TSRS, BESELLFE,

i« PuTTY Key Generator X
File Eey Converzionz Help
Key
Flease generate some randomness by moving the mouse over the blank ares.
[T

Achions

Genatate a pubbc/private key pai
Load an existing private key fle
Save the ganesated key
Parameters

Type: of key to generate:

Muenbes of bits in 3 generated key:

FEANITEESS, mifi<Save public key>, BINTFELAEERISHZkey.pub, RELRT.

= PulTY Eey Generator

File Key Conversions Help
ey
Pubhc key for pasting into OpenSSH authorized_keys file: -
|sshasa
| ABAARINzaC yo2E ALAARIOASAIE Ay BHM 1 mEpT BXnZ+-BALTCZ2WED S 26T 0L
| 20CZL2Y ey M SF 203K 700 + 2yl nfic Trdaidw 1 oG Bul pEhlsPheEmgF 1 jzad G4HDI
| FESFIHNGHE 024055 eMFAT kg2 370K A9RIG BN wiZyMwD 7 0wndhiyZF
|AFk= 15a-key- 20080818
Key fingerpeint: |sshvesa 1024 Be:dS5a 80 7d 303 9e:61.56:0d 01:c1:8d ca e
K gomment: [rsarkey-20060818
Key passphrase:
Cgnliom paszphiase:
Acticans
Generate & public/privale key pair
ot i i
Sive the generated key [ Save putbc key | [ Sove prvate key |
Patameters
Type of key to generate:
(O 55H-1 (RSA) (@ 85H-2 RSA (O SsH-2DsA
Nurber of bits in a generated key: 1024

mifi<Save private key>fZfigfAtH, SBHEEIE, REERSHRTRMETRIFEEIIFA
16, Rd<Yes>, BAFAANHE Aprivate, RERTT.

PuTTYgen Warning 1'

Are you sure you want o save this key
without a passphrase to protect it

# 1EEFAASIE, FHESTSSSHIRSZSEMNESE,
FIFFPUTTY .exef2F, HIUI FEFRNEFIHESERE. £ Host Name (or IP
address) "SAHEISINSSHIRSS 2810IPHb1E/9192.168.1.40,

% PuTTY Configuration

By sescion | x| Basic oplions for yous PuTTY session
- Logging Speciy your connection by host narme of P address

i Host Mame [cr IP address) Port
Keyboard T 2
Bel 192162740, 12
Features Protocol

= Window OBaw  Olelnet ORlogn @ §5H
;mafm Load, zave or delete a stored sezsion
Transtation Saved Sessions
Selection | |
Colours [ Default Seti 1

& Connection = gt
Data |
b
Telnet Delete
Rlogin

= 8SH
Kex :
Close window on ek
;ﬂh Citways O Never () Dnly on clean exit
| Tunnels 2|

BAFR“SSH FEAY“Auth” (GAIE) , I FEFRAYRE. Bidi<Browse...>#&4H,
SEHREREN. SR SEEZIIRS SRV AERIRIAIFASE (Hprivate,



. PuTIY¥ Configuration

Category.
= Session

Translation
Selection
Colowrs
= Connection
Data
Prowy
Telnet
Rlagin
= §SH
Kex
Atk
»xn
Tunnels

|

Options controling S5H authertication
Authentication methods

[ Attempt TIS of CryptoCard auth (S5H-1)

[#] Attempt " Kepbosrd-rteractive” suth [SSH-2)
Authentication parameters

[ Allow agent forwarding

[ &llow sttempted changes of usemame in SSH-2
Private key i for authentication:

[Ckeyhprvate ppk | [(Bromse._|

I Open ][ Cancel

)

(3) Zf=, BE<Open>ZHH, IRTBMARBFEclient002, BIRJH#EASwitchHIELE

SR,

M. EEXRER:

(1) SSHEFimiEdpublickeyFlpassword AT TIAESIHANRESF], 6L
#8idssh server authentication-retriesfr ST BISSHIERBAIE=RUREL, BN, ZF
AR, T e RSSHIRS S

(2) Bal, REIEASSHIRSSEERT, SZIFSSHRANSSHIFINMERA; REIEASSHE
Fimy, R3FSSH2ARA,
(3) S3500-EARFILAKMIZTHEANAVERIFhRA R STHFRSAR AT,



	S3500-EA系列交换机作为SSH服务器并采用publickey认证（认证密钥算法为RSA）功能的配置

