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—. EREX:
(1) ZPEEIHTTPS (HTTP Security, HTTPZRS) thiUni@ihaigs (HTTPS
AR55E8)

(2) BESSLIMURES ZEFimT2ERHTTPSIRSS#5.
(3) FHTTPSERSSERHIEIEBBIEATAIEHEHISRRS, X P imAIin AR T

—. HAMNE:

CAserver

IP network
Host Swritch
HTTPS dient HTTFS server
= EESER:
(1) EEEPKIHSEL
# BIEFHPKItEtorsa,

[Switch] pki domain torsa
# BeE Al {SEAICARFR Amyca,
[Switch-pki-domain-torsa] ca identifier myca
# IB AR SSURL, #&=9http:/host:port/Issuing Jurisdiction ID, EHlIssuing
Jurisdiction IDICARRSS 28 E4ERRAY1 6EHIFRFER,
[Switch-pki-domain-torsa] certificate request url
http://4.4.4.133:446/c95e970f632d27be5e8cbf80e971d9c4a9a93337
# BB RIS TSR ACA,
[Switch-pki-domain-torsa] certificate request from ca
# i8R ETR9aaa,
[Switch-pki-domain-torsa] certificate request entity aaa
# BLECRLART RS,
[Switch-pki-domain-torsa] crl url http://4.4.4.133:447/myca.crl
[Switch-pki-domain-torsa] quit

(2) BCEHTTPSIRSS 28
# BCEHTTPSPRSS 25 EEFAAYSSLIRAS,
<Switch> system-view
[Switch] ssl server-policy myssl
[Switch-ssl-server-policy-myssl] pki-domain torsa
[Switch-ssl-server-policy-myssl] client-verify enable
[Switch-ssl-server-policy-myssl] quit

(3) EREBIMEPREMA
# ECEIEBEMEEmygroupt, FFEIEFMANEMEN. MU1EXEBERZAIONE S
FreRaabbee; HUNI2E SGIEBATRE S FAIIPH#BIEETF10.0.0.1,
[Switch] pki certificate attribute-group mygroup1
[Switch-pki-cert-attribute-group-mygroup1] attribute 1 subject-name dn ctn aabbcc
[Switch-pki-cert-attribute-group-mygroup1] attribute 2 issuer-name ip equ 10.0.0.1
[Switch-pki-cert-attribute-group-mygroup1] quit
# BECEIF R Amygroup2, FEIZEFNBIEN. N1 ESXIEBEAERS FIF
QDNA B E&FFFeRapple; MM2E XEFBRE ZRIDNE S FF8Raabbec,
[Switch] pki certificate attribute-group mygroup2
[Switch-pki-cert-attribute-group-mygroup?2] attribute 1 alt-subject-name fqdn nctn appl
e
[Switch-pki-cert-attribute-group-mygroup?2] attribute 2 issuer-name dn ctn aabbcc
[Switch-pki-cert-attribute-group-mygroup2] quit

(4) BCEIEBIIEHEHIREE
# BB hEHI R myacp, FHENIFMEEIRIN,

[Switch] pki certificate access-control-policy myacp


https://zhiliao.h3c.com/User/other/0

[Switch-pki-cert-acp-myacp] rule 1 deny mygroup1
[Switch-pki-cert-acp-myacp] rule 2 permit mygroup2
[Switch-pki-cert-acp-myacp] quit

(5) ECEHTTPSIRSS 28 SIHXRIEIHITRER, FHREIHTTPSHRSS S
# BcEEEHT TPSARSSRRAISSLERRE Samyss|,
[Switch] ip https ssl-server-policy myssl
# BLEIEEHT TPSIRSS SSANIER a4 S8 Amyacp.
[Switch] ip https certificate access-control-policy myacp
# BEIHTTPSHRSS 8.
[Switch] ip https enable

ECEIEREMHEFHINAT, group-nameRE BFERNERBHEENEZR.
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