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# BB SSLIRSS 5aM

[AC]ssl server-policy 1
[AC-ssl-server-policy-1]pki-domain do
[AC-ssl-server-policy-1]handshake timeout 180
[AC-ssl-server-policy-1]close-mode wait
[AC-ssl-server-policy-1]session cachesize 1000

# N FASSLERSSIREE. FFEHTTPSHRSS

[AClip https ssl-server-policy 1

[AC]Jip https enable

# EC B PKISCIRFOLE,

[AC]pki entity en

[AC-pki-entity-en]lcommon-name portal
[AC-pki-entity-en]organization portal_server

[AC]pki domain do

[AC-pki-domain-do]certificate request entity en
[AC-pki-domain-do]crl check disable

# BOETAIESRRS

[AC]radius scheme cams

[AC-radius-cams]server-type extended
[AC-radius-cams]primary authentication 192.168.1.10
[AC-radius-cams]primary accounting 192.168.1.10
[AC-radius-cams]key authentication h3c
[AC-radius-cams]key accounting h3c
[AC-radius-cams]nas-ip 192.168.1.254

# BCEINIE,

[AC]domain cams

[AC-isp-cams]authentication portal radius-scheme cams
[AC-isp-cams]authorization portal radius-scheme cams
[AC-isp-cams]accounting portal radius-scheme cams

# BLE LIRSS 1SR

[AC]wlan service-template 2 clear

[AC-wlan-st-2]ssid lopo

[AC-wlan-st-2]bind WLAN-ESS 2
[AC-wlan-st-2]service-template enable

# ECEFELN, BT ORINEEPortalfvian
[AClinterface WLAN-BSS 2

[AC-WLAN-BSS2] port access vlan 2

# TEAC NBETCE IR SS1EAR

[AC-wlan-ap-ap_001]wlan ap ap_001 model WA2220E-AG
[AC-wlan-ap-ap_001]serial-id 210235A22W0073000002
[AC-wlan-ap-ap_001]radio 2
[AC-wlan-ap-ap_001-radio-2]service-template 2
[AC-wlan-ap-ap_001-radio-2]radio enable

# Ei&Portal Serverf1F i \IERIT

[AC]portal server local ip 192.168.1.254 url https://192.168.1.254/portal
[AC]portal free-rule 0 source interface GigabitEthernet1/0/1 destination any
[AC]portal local-server https server-policy 1
[ACJinterface Vlan-interface 2

[AC-Vlan-interface1]ip address 192.168.2.254 24
[AC-Vlan-interface1]portal server local method direct



M. WX30243HEH A BIAC
#
version 5.20, Beta 3105P01
#
sysname AC
#
domain default enable system
#
telnet server enable
#
port-security enable
#
portal server local ip 192.168.1.254 url https://192.168.1.254/portal
portal free-rule 0 source interface GigabitEthernet1/0/1 destination any
portal local-server https server-policy 1
#
oap management-ip 192.168.0.101 slot 0
#
vlan 1
#
vlan 2
#
radius scheme cams
server-type extended
primary authentication 192.168.1.10
primary accounting 192.168.1.10
key authentication h3c
key accounting h3c
nas-ip 192.168.1.254
#
domain cams
authentication portal radius-scheme cams
authorization portal radius-scheme cams
accounting portal radius-scheme cams
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
pKi entity en
common-name portal
organization portal_server
#
pki domain do
certificate request entity en
crl check disable
#
dhcp server ip-pool viani
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.254
#
dhcp server ip-pool vian2
network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.254
#
user-group system
#
local-user admin
password simple admin



authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 2 clear
ssid H3C-local-portal
bind WLAN-ESS 2
service-template enable
#
ssl server-policy 1
pki-domain do
handshake timeout 7200
close-mode wait
session cachesize 1000
#
interface NULLO
#
interface Vlan-interface1
ip address 192.168.1.254 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.254 255.255.255.0
portal server local method direct
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface WLAN-ESS2
port access vian 2
#
wlan ap ap_001 model WA2220E-AG
serial-id 210235A29F0081000109
radio 1
radio 2
service-template 2
radio enable
#
dhcp enable
#
ip https ssl-server-policy 1
ip https enable
#
load xml-configuration
#
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
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