(71" SR6600EEH=EIPSec over GREEZSOPSFINEERIECE

EHAR  2008-12-11 K%

SR6600EHISS
IPSec Over GREEL&OSPFIIHERIECE

488 SR66;GRE;IPSec;IKE;OSPF;VPN; 29

—. ARFEK:

Heh—E&SR66{EAEEMAENIHAKMEE, WO IRMHGREAEN, BINGESR
660 BRI STMEEHIH AR HEE, BIYGRESTIEANZIEEE. SEP581 D
Y TEGRERSE FEFNOSPFESERIMY, (EIXEERNZMSNEH, SEFIHXEGR
EB%IE L{FIPSectlg, XMRFEAIRERHTING, ZRABELTFGRE Over IPSec + OS
PFECE ERIAEIAIIEIPSecEE £, HERARE LAR, RXIEPDREND, M
TEFE

REBEH: SR6600EHEE3E

. tHAmE:

H3C

=, BESE:

Centerfifii &

#
//IOSPFAJRouter ID
router id 192.168.255.255

#

/IBIEES3T1BIIKE Peer, RITRIESCRRRS 22 r AR FREF SRR TURINATER i
ike peer branch1

IFRE=ER

pre-shared-key h3c-sr66

153371 B EREg ATttt , IFREXIRGRERKER ORI
remote-address 192.168.0.2

IREEAImME, BRARGRERERZEO AL

local-address 192.168.0.1

#

INEZESSZ2MIKE Peer

ike peer branch2

IFRE=EER

pre-shared-key h3c-sr66

11533728 FREgATtbll, IFREXIHRGRERKEROREIE
remote-address 192.168.0.6

IFEEAISRIEIE, RAURGRERER: AV
local-address 192.168.0.5

#

IFEIIIPSeciZiN, RuefERERER

ipsec proposal default

#

IFESZIPSecikgbranch1, 51, BFS5HZIMIGREER:, (FHISAKMPAT

insec nolicv branch1 1 isakmn
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IRIPCEZACL 300089 RE(E LIRS

security acl 3000

IFEREFF{ERIIIKE Peer

ike-peer branch1

IHEEREFRRIIPSectRiY

proposal default

#

IEIIPSecElgbranch2, FE1, BTS592MIGREER, HERISAKMPI
ipsec policy branch2 1 isakmp

IFSILEEACL 3001HTFREERIZREE

security acl 3001

IAEREFF{ERIIIIKE Peer

ike-peer branch2

IHETEREFRRIIPSectRiY

proposal default

#

//ACL 3000, PLEEEERAIMS5 31 ARIATTE
acl number 3000

rule 0 permit ip source 10.0.0.0 0.255.255.255 destination 192.168.1.0 0.0.0.255
//ACL 3001, PLEEEERAIMS5 22 RIATE
acl number 3001

rule 0 permit ip source 10.0.0.0 0.255.255.255 destination 192.168.2.0 0.0.0.255
#
//FBFRouter IDEJEREIMHE

interface LoopBack0

ip address 192.168.255.255 255.255.255.255
#
//F2EBINRE1GO/0

interface GigabitEthernet0/0

port link-mode route

combo enable copper

/IS BB FRRAY tH CIithtlE

ip address 1.0.0.254 255.255.255.0
#

interface GigabitEthernet0/1

port link-mode route

combo enable copper

VNS = e g m b chi

ip address 10.0.0.1 255.255.255.0

#

IIBFS5HZ1# 7 GREERAIFERE O
interface Tunnel0

ip address 192.168.0.1 255.255.255.252
IAEETRIIE

source GigabitEthernet0/0

IAEE B RSMEIE

destination 1.0.0.1
/8872 IPSecEEM&branch1

ipsec policy branch1

#

[IFBFE55 3725 GREE AR ERENA
interface Tunnell

ip address 192.168.0.5 255.255.255.252
IFETE TR E

source GigabitEthernet0/0

IAEE B R9MEIE
destination 1.0.0.2
/487 IPSecskigbranch2
ipsec policy branch2

//OSPFi##21, 7EAREA O-R{EREFTEECE ATIRIMIIEATEC, AfFREG0/0 (SEBEM)
ospf 1
area 0.0.0.0
network 10.0.0.0 0.0.0.255
network 192.168.255.255 0.0.0.0
network 192.168.0.0 0.0.0.3
network 192.168.0.4 0.0.0.3
#
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#
//OSPFfYRouter ID
router id 192.168.255.1

#

IFEREEERIIKE Peer, S EEPRERIF—E
ike peer center

pre-shared-key h3c-sr66

remote-address 192.168.0.1

local-address 192.168.0.2

#

/\PSeci@il, EESEFPRE—E

ipsec proposal default

#

/\PSectkR&center, &1, {FRHISAKMPAT
ipsec policy center 1 isakmp

/33 FECECACL 3000/ E A% IR

security acl 3000

IABTEIKE Peer

ike-peer center

IFETEERNR SR

proposal default

#
//ACL 3000, FEESLEERIKARFAIACL 3000E 1% &
acl number 3000

rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 10.0.0.0 0.0.0.255

#

/IFBFRouter IDEIFREIO

interface LoopBack0

ip address 192.168.255.1 255.255.255.255

#

115337 15N i GO/0

interface GigabitEthernet0/0
port link-mode route

combo enable copper

/53321 O IP3tziE

ip address 1.0.0.1 255.255.255.0
#

interface GigabitEthernet0/1

port link-mode route

combo enable copper

1153321 IRtk

ip address 192.168.1.1 255.255.255.0

#

IR EREEEBIGRER ERE O

interface Tunnel0

ip address 192.168.0.2 255.255.255.252
IS ERFE R

source GigabitEthernet0/0

IAEERFE B ROMIE

destination 1.0.0.254

/18872 IPSecEE & center

ipsec policy center

#

//OSPFi##21, 7EAREA OfERERMECEFAMMBILAYREO, A(EBEGO/0 (FMIHE)
ospf 1

area 0.0.0.0

network 192.168.255.1 0.0.0.0

network 192.168.0.0 0.0.0.3

network 192.168.1.0 0.0.0.255

#

Branch2ft&




#
//OSPFfYRouter ID
router id 192.168.255.2

#

IFEREEERIIKE Peer, S EEPRERIT—E
ike peer center

pre-shared-key h3c-sr66

remote-address 192.168.0.5

local-address 192.168.0.6

#

/\PSeci@il, BEESEFPRE—E

ipsec proposal default

#

/\PSectkR&center, &1, {FRHISAKMPAT
ipsec policy center 1 isakmp

/33 FECECACL 3000/ E A% IR

security acl 3000

IABTEIKE Peer

ike-peer center

IFETEERNR SR

proposal default

#
//ACL 3000, FHEESLEERIKARRAIACL 3001E A%
acl number 3000

rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 10.0.0.0 0.255.255.255

#

/IFBFRouter IDEIFREIO

interface LoopBack0

ip address 192.168.255.2 255.255.255.255

#

115337 15N i GO/0

interface GigabitEthernet0/0
port link-mode route

combo enable copper

/53321 O IP3tEiE

ip address 1.0.0.2 255.255.255.0
#

interface GigabitEthernet0/1

port link-mode route

combo enable copper

1153321 IRtk

ip address 192.168.2.1 255.255.255.0

#

IR EREEEBIGRERSERE O

interface Tunnel0

ip address 192.168.0.6 255.255.255.252
IS ERFE R

source GigabitEthernet0/0

IAEERFE B ROMIE

destination 1.0.0.254
/18872 IPSecEE & center

ipsec policy center

#
//OSPF##21, 7EAREA OfERER MECEFAMMBIEAYREO, A(EREGO/0 (FMIHE)
ospf 1
area 0.0.0.0
network 192.168.255.2 0.0.0.0
network 192.168.0.4 0.0.0.3
network 192.168.2.0 0.0.0.255
#
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