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#

ipsec proposal rtb

#

ipsec policy rtb 1 isakmp
security acl 3000

ike-peer rtb

proposal rtb

#

acl number 3000

rule 0 permit ip source 1.0.0.0 0.0.0.255 destination 2.0.0.0 0.0.0.255
#

interface GigabitEthernet0/0
port link-mode route
description connects to NATER
ip address 1.2.0.1 255.255.255.0
ipsec policy rtb
#

interface GigabitEthernet0/1

port link-mode route

description connects to 1.0.0.0/24 subnet
ip address 1.0.0.1 255.255.255.0

#

ip route-static 2.0.0.0 255.255.255.0 1.2.0.3
#
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ike proposal 1
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ike peer rta
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#

ipsec proposal rta
#

ipsec policy rta 1 isakmp
security acl 3000

ike-peer rta

proposal rta
#
acl number 3000

rule 0 permit ip source 2.0.0.0 0.0.0.255 destination 1.0.0.0 0.0.0.255
#
interface GigabitEthernet0/0
port link-mode route
description connects NATER
ip address 192.168.0.2 255.255.255.0
ipsec policy rta

interface GigabitEthernet0/1

port link-mode route

description connects to 2.0.0.0/24 subnet
ip address 2.0.0.1 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 192.168.0.1
#
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nat static 192.168.0.2 1.2.0.3

#

interface GigabitEthernet0/0

port link-mode route
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nat outbound static

description connects to RTA

ip address 1.2.0.2 255.255.255.0

#

IR

interface GigabitEthernet0/1

port link-mode route

description connects to RTB

ip address 192.168.0.1 255.255.255.0
#
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