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1. Fty: SecPath1000FRYEEHIE:

#

sysname zhongxin

#

ike local-name zhongxin //EREIPSechIEFARtET
#

firewall packet-filter enable

firewall packet-filter default permit
#

ike dpd 1

#

ike peer test

exchange-mode aggressive
pre-shared-key h3c

id-type name

remote-name fenzhi

local-address 202.103.1.1

nat traversal

dpd 1

#

ipsec proposal 1

#

ipsec policy-template 1 10

ike-peer test

proposal 1

#

ipsec policy test 1 isakmp template 1 /FRIUNEEFRAERA
#

interface GigabitEthernet0/0
loopback

ip address 100.1.1.1 255.255.255.0
#

interface GigabitEthernet0/1

ip address 202.103.1.1 255.255.255.0
ipsec policy test

#

interface Tunnel0 /R TunneliE, RAIAEIOEEE
ip address 1.1.1.1 255.255.255.0
source 7.7.7.7

destination 6.6.6.6
#
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interface LoopBack100
ip address 7.7.7.7 255.255.255.0
#
firewall zone trust
add interface GigabitEthernet0/0
add interface GigabitEthernet0/1
add interface Tunnel0
set priority 85
#
ospf 1 /ERHECE
area 0.0.0.0
network 1.1.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255
#
ip route-static 0.0.0.0 0.0.0.0 202.103.1.2 preference 60

2. $93%: SecPath500FfYFEfiE:

#

sysname fenzhi

#

ike local-name zhongxin  /BCEIPSecHIEFEHE
#

firewall packet-filter enable

firewall packet-filter default permit

#

acl number 3000 IEEERSBIRE
rule 0 permit ip source 6.6.6.0 0.0.0.255 destination 7.7.7.0 0.0.0.255
#

ike dpd 1

#

ike peer test

exchange-mode aggressive
pre-shared-key simple h3c

id-type name

remote-name zhongxin
remote-address 202.103.1.1

nat traversal

dpd 1

#

ipsec proposal 1

#

ipsec policy 1 10 isakmp

security acl 3000

ike-peer test

proposal 1

#

interface LoopBack100

ip address 6.6.6.6 255.255.255.255

#

interface GigabitEthernet0/0

port link-mode route

loopback

ip address 200.1.1.1 255.255.255.0

#

interface GigabitEthernet0/1

port link-mode route

ip address 202.103.2.1 255.255.255.0
ipsec policy 1
#

interface Tunnel0 /IR Tunneliz, SRAFREIOEEE
ip address 1.1.1.2 255.255.255.0
source 6.6.6.6

destination 7.7.7.7



#

firewall zone trust

add interface GigabitEthernet0/0

add interface GigabitEthernet0/1

add interface Tunnel0

set priority 85
#
ospf 1 /EEHEE

area 0.0.0.0

network 1.1.1.0 0.0.0.255

network 200.1.1.0 0.0.0.255
#

ip route-static 0.0.0.0 0.0.0.0 202.103.2.2
#
3. IGIELER:
1. BB :

[fenzhilping -a 1.1.1.2 1.1.1.1

PING 1.1.1.1: 56 data bytes, press CTRL_C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=255 time=2 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttI=255 time=1 ms

[fenzhi]ping -a 200.1.1.1 100.1.1.1
PING 100.1.1.1: 56 data bytes, press CTRL_C to break
Reply from 100.1.1.1: bytes=56 Sequence=1 ttI=255 time=1 ms
Reply from 100.1.1.1: bytes=56 Sequence=2 ttI=255 time=1 ms
2. VPNRYEEIZ:
[fenzhi]dis ike sa
total phase-1 SAs: 1
connection-id peer flag phase doi

102 202.103.1.1  RD|ST 1 IPSEC
103 202.103.1.1  RD|ST 2 IPSEC

[fenzhi]dis ipsec sa

Interface: GigabitEthernet0/1
path MTU: 1500

IPsec policy name: "1"
sequence number: 10
mode: isakmp
connection id: 17
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 202.103.2.1
remote address: 202.103.1.1
Flow :
sour addr: 6.6.6.0/255.255.255.0 port: 0 protocol: IP
dest addr: 7.7.7.0/255.255.255.0 port: 0 protocol: IP

[inbound ESP SAs]
spi: 2436129503 (0x913462df)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887427352/3169
max received sequence-number: 91
anti-replay check enable: Y
anti-replay window size: 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]



spi: 4167546169 (0xf867b539)

proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5

sa remaining key duration (bytes/sec): 1887427152/3169
max sent sequence-number: 94

udp encapsulation used for nat traversal: N
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