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FTHRAMER, REEITHTTPSLASEIIRTS580055 HaH HIWeb ETE,
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= EEPER:

XEfFEAREWindows Server 2003(EAERARSSEE, S5800i@IdSCEP (Simple Cert
ificate Enrollment Protocol, EERIEFSEAMMY) ERBEFERBUER,

3.1 ECEIFPIRSS 88

AT5NM4EWindows Server 2003 CARRSHILESHE, LIKSCEPEHNZESRE
. A, BESESRTFWindows Server 2003FR %R, LN SCEPHERH (AT

WG ™R, & cepsetup.exe) .

ER! AERSCEPIRHRNEITIRIRISIRSS , BREFHEITIS!

3.1.1 ZTESHEEWindows Server 2003 CA

1) LEERENERESR. E, MRESET Active Directory, MILUREERSH

ERERSR.

2) BEFHE", ERRE", AEREEHIER .

3) X R IANBRIER FER T R IN/AMNBR Windows B4,

4) 7E“‘Windows E4ESH, i Certificate Services GEPIRSS) "Si%iE, WIT

EFf~:

Windows Components Wizard 1

Windows Components
You can add or remove components of Windows.

To add or remove & component, cick the checkbox, A shaded box means that only
part of the component wil be installed. To see what's included in & component, click

Details.
Components:
L -._@Acceswias and Utities 49MB =~
¥ ¢ tppication Server 33.4M8
M [ Certificate Services
[ 58 E-mail Services 1.1 M8
| %4 Fax Services 7 9 MR :I
Description: Installs a cestification authority (CA] o issue certificates for use with
public key security programs.
Total dick space requied: 49MB Detads...
Space available on disk: 12888 9 MB

cgack [ Net> | cencel | Hep |

5) BfE“Stand-alone root CA (J3Z1R CA) *. (TERBREEHMNBERT, ek
Enterprise root CA ({BM4RCA) ”) , A TFERR:

Windows Components Wizard i

CA Type
Select the type of CA you want to set up.

Descrption of CA type
The most tusted CA in a CA histarchy.

To install an enterprise C&, Active Directory is required; you must also be a member of
the Enterprize Admins group.

™ Use custom settings to generate the key pair and CA cestificate

cBack [ New> | cancet | Hep |

6) BANIEBMATMENZFRAIEMVERER. TR £ CA RESMEXYEEEHA
HERES, GNREEKIRREEMIRCAB I EERZAE!

IXEEEYCA CNACA, tITFERxR:

R BRI, ZERPIUESIEHREFR!



https://zhiliao.h3c.com/User/other/0

‘Windows Components Wizard

CA Identifying Information
Enter mformation to identily this CA

Comman name for this CA
|CA
Distingusched name suffic

Ereview of distinguished name:

Yalidity patiod: Expiration date:

|5 IY“'* v] TT/20137:28 PM

< Back Mext > Cancel | |

7) IEEMEPEUERE. UEPEUERE B SAIHE= X RINEENE, W FERR:
windons Components wizard

Certificate Database Settings

Enter locations for the certificate database, database log, and configuration
information.

Lertificate database;

|E:\WINDDW’S Saystem324Certlog Browse... |

Certificate database log:

|E:\WINDDWS Sapstem32hCertlog Browsze... |

V' Stare configuration information in a shared folder
Shared folder:
IE:\EertEonfig

[T | Preserve evisting certificate database

< Back | Mext > | Cancel | Help |

8) AIRIEFEIEIT WWW RTERSS, NERBEI—REREREZAIEEINTIRSAE
RES., BEHE, MREIER, WENEBRSTEHHEE.
9) IRTAMHRERTN.

10) iIZ{TCAMRSS, CAIRSEVARMEAELEER, SHEBRRFIURIER. HTHE
 BRUT=ENEE GHHERRERIERIRS) | IDEBIRSSREMTAIES.

[ certification Authority

e  Action ilew Help
e AR DB &
B Certification Autharity (Local) D

=R, =
[ HEs




CA server Properties I 2ix|

Certficate Managers Restricions | Audiing | Secuiy |
General  PolioyModule | ExtModue | Estensions | Storage

[Drescription of active policy modul

Narne: ‘Windows default

Description: Specifies how to handle cettificate requests for
Enterprise and Stand-alone Chs

Version: 5.2.3790.1830

Copyiight: ® Microsaft Corporation. All fights reserved.

14 | @ Epply |
2%

Request Handing |

The Windows default palicy module controls how thiz CA should handle
ceitificate requests by default.

Do the following when a certificate request is received:

" Set the cestificabe request status to pending. The administrator must
Mmthewtﬁcm

[ ok ] concel | oo |

1) (FN%) EHISIRSHIEN

FIF SR/ EE TR Intenet (SRS (11S)ET288], H[Default Web Site (
ZRAKL) ] /@R “Home Directory (EEZR) "HYLocal path (AHBERR) 1EXIE
PIRSFFNER. B, ATERSEENRS PR, ENEKENARIERITCPISG
OSAKERNIRAS, XEE8080, LA F=EFx:

[ Internet Information Services (I1S) Manager

¥4 Fle  Acton View Window Help
- BB R8> =

'ﬂ linternet Information Services. [[Loca
= 50 ADMIN {local computer) | 18 ADMIN (local computer) Ves
#-_J Applicstion Pools
) Web Sites
=
i ce  Dplore
- Ce Open
g Ce Permissions
W) as [Erowse
@) webServi
Stop.
Pause
New v
All Tasks »
New Window from Here
Delete
Rename
Refresh
Help i




2
Directory Securty | HTTPHeaders |  CustomEmors | asPmneT |
wWebste | Pefomance | ISAPIFiters  HomeDrectory | Documents |
The content for this resource should come from:

e e
A redirection to a URL

Local path: | CAWINDOWS\system32|Certsy Browse... |
I Seript source access ¥ Log visits

7 Read ¥ Index this resource

I write

[" Directory browsing

Application settings

Starting poink: <Default Web Ste>

Confiassto...|
Execute permissions: | Saripts only |
Application pool: |Def sukappPool | |

Application name: | Default Application Remove |

OF | Cancel | aooly | Help |

2]

Directory Security | HTTPHeaders |  CustomEmors | AsPheT |

WebSke | performance | ISAPIFiters | HomeDrectory | Documents |

[ Web site entification -

Deseription: | Default web Ske

1P address: [ (Al Unassigned) =] Advanced...

TCP port: s080] 551, port: I

[ Connections

Connection timeout; 120 seconds

¥ Enable HTTP Keep-flives

¥ Enableloggng
Active log format:
|3t Extended Log Fle Format =] Properties...

i
:
.
i

3.1.2 ZTHESEESCEP
1) RETHEIANAISCEPIEM (B cepsetup.exe) , YITFERR:

SCEP Add-On for Certificate Services Setup Wizard x|

Welcome to the SCEP Add-On for
Certificate Services Setup Wizard

This setup program will instal the Simple Certificate
EZMPW(SCEP)WFW Certificate
vices.

Network routers use SCEP to request certificates from a
Microsoft Wirdows Server 2003 Family Certification
Authority (CA), The router can then use the certificate
when negotiating an IPSec session.

To Continue, Click Mext.

2) %2 Use the local system account (fEFAMIRZNKS) 7, WTFEF*:



SCEP Add-On for Certificate Services Setup Wizard x|

Application Identity Options

Choose the application identity that 115 should use For running the SCEP Add-an For
Certificate Services

the local system

" Use a service account

Forng:ifocmatbnmumﬁu:hgasmacmt,suﬂamm
Help file.

< Back et > concel |

3) EH3CIREZERIEASZIFSCEP Challenge, B—EBEZ<is FEH“Require SCEP
Challenge Phrase to Enroll"i%I.,

SCEP Add-On for Certificate Services Setup Wizard x|

Challenge Phrase Options

Select the challenge phrase if yiou wish the CA bo sutomatically issue certificates to
SCEP requests

™ Rgauire SCEP Challenge Phrase to Enroll

The SCEP protocal sllows the router to provide a challange phrass to the CA. In the Microsoft
SCEP implementation this phrase is used as one time password that is used to authenticats
the router making the request.

mmm:mtmmmmcnrmmmm The
administrator then provides this phrase during SCEP configur ation.

Maote: This aptian is stronghy recormended to increase the sacurity of SCEP certificate
requests,

(Mlum:slcm:ell

4) FSCEPZEICRA (Registration Authority, JEMHIA) IEH: HMARASE, XEEL
RAZARA, SITFERR:
f&7~: SCEPIEHRZERARE, S58003MWE/SIERERIES, BIISCEPRICARIE

IER, BT FS5800ECEIEH FRiFHNEMZIEIUIRT, %i—EEﬁRAﬁ'ﬁZ:zEC
Al

SCEP Add-On for Certificate Services Setup Wizard x|

SCEP RA Certificate Enrollment
Eniter the below information to enrcll for the RA certificates

Mdaene: I RA
Email: | RA@abe.com
Company: | A
Department: | Research
Cy: IB
State: | C CowtryfRegion: | US

I~ advanced Enrolinent Options

The SCEP Add-On needs a special certificate (RA Certificate) that allows it to make request to
the CA on behalf of the router.

<5nk|um>|cm|

5) IRSCEPHR(4Z%AT], HIC N FERURLER, T HS58008&iFAIRSSES
URLEJESZXM—EL.

JER: ItthbcastiAhost:port, ZARZf5IFWindows Server 2003fR5588IP/95.5.5.1,
1t S5800EC & HAARSS B2 URLEE 9http:/5.5.5.1:8080/certsrv/mscep/mscep.dll,

SCEP Add-On for Certificate Services Setup Wizard x|

Setup Successful, URL to use for SCEP enrolment is htkp: fica feertsrvimscepfmscep.dll,

6) BECAIRS, XMRAZAILIERIERM MEPEMALLRA (EISCEPHEX) .
3.2 FREHTTPSIRSS 22
EIEBEGR, SECIEHREES5800A I SHX ! NRSMERE 7TNTPRSS:


http://5.5.5.1:8080/certsrv/mscep/mscep.dll

o NEERERFECE SS800AMIETARSS =S (Windows Server 2003)  LAK BRI
SNTPIRS SRS !
3.2.1 EEPKIHHIHFIES
1) EREPKISLiAR
HELESLIAB TR Haaa, BAEHS5800,
[S5800] pki entity aaa
[S5800-pki-entity-aaa] common-name S5800
2) ECEPKI
# BIEEFHH N\ PKIigss|,
[S5800] pki domain ssl
# EEBAISEAICABTRARA, 5SCEPHEHEBEFRAGZRIF—E,
[S5800-pki-domain-ssl] ca identifier RA
#ECEIEMIRSSERURL, SSCEPIRIHRERG—5L,
[S5800-pki-domain-ssl] certificate request url
http://5.5.5.1:8080/certsrv/mscep/mscep.dll
#HEE BB RIBREMSZERAEZEEIARA,
[S5800-pki-domain-ssl] certificate request from ra
#XKEXPKISL{AFaaa,
[S5800-pki-domain-ssl] certificate request entity aaa
3) FARSAELEARAMZARXY
[S5800] public-key local create rsa
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Press CTRL+C to abort.
Input the bits of the modulus[default = 1024]:
Generating Keys...
AP P PP P P P P P P P P P P P P P
5009 PP e P Fao AR Foaoa T P Paca P PoaoT P Poc PPaca 7 Fana P Fac P Paoe P Fooca P Fao FAFaoa P Poog P Pooc P Pes P
AFoEEAF B EA P R ac P Poaoe P Fa T Fons P Paae AP Pacn P Pons PP sac PP EoeA P PecA PP P Feoce P P Fog P Pec A P
5007 PP EE P P g P PR PP P P P PP PR P P P R R
507 PP e P P A P Pan e P Pa A P e P PeA P P a0 P a0 P P s P Fas P P eas PR e 0T P Paes P RS P P P P P P P P P R P P P
A A
AP e P P 0 P P P P P P P R P P A P P P P P A P A e
4) 3RENCAIES
[S5800] pki retrieval-certificate ca domain ssl
Retrieving CA/RA certificates. Please wait a while......
The trusted CA's finger print is:
MD5 fingerprint:9C7A 2FBA 9230 2BF5 F27D 5391 DCF7 9912
SHA1 fingerprint:189A CC85 F030 F866 51B1 9DD7 6DA9 65BA 5B05 2596

Is the finger print correct?(Y/N):y

Saving CA/RA certificates chain, please wait a moment.........
CA certificates retrieval success.

5) SRENAMIES

[S5800] pki request-certificate domain ssl
Certificate is being requested, please wait......
[S5800]

Enrolling the local certificate,please wait a while......
Certificate request Successfully!

Saving the local certificate to device......

Done!

3.2.2 FLESSLIRSSESIHHRME

#EIE— B ImyssIHISSLARSS BRIRERAR.

[S5800] ssl server-policy myssl|
#ECESSLARSS SR In SREREFRIPKIEE fssl.
[S5800-ssl-server-policy-myssl] pki-domain ssl

# (ANi%) ECERRSSSRinGs 2swilEEFin, XA EFiht R ERIEHEE P imET.
[S5800-ssl-server-policy-myssl] client-verify enable
323 EEEHTTPSIRS

# BCETEEH T TPSHRSS 28 AISSLEARRE /amyssl,
[S5800] ip https ssl-server-policy myssl

# {FREHTTPSIRSS.



[S5800] ip https enable

324 BIBRWebMEMKS

# BIEAMHIKSUASSIIWebNE, A& abe, EiBA123 (BAX) |, MRSBEEL—F
Ei5EStelnet, TIRKZIA3 (BF) .

[S5800] local-user abc

[S5800-luser-abc] password simple 123

[S5800-luser-abc] service-type telnet level 3

33  EEHTTPSRA

AREHIR, (EREFERIESIENILEEE, SIIEIE7, IESLIRFER Safari 4BAI LIRS,
ETHE RNGSEHABRE, AAERLU.

1) ISTIE, MM NIEBIRSS 8IS hitp/5.5.5.1:8080/certsrv, A1 TNEFTR:

Microsoft C

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other progra
can verify your identity to people you communicate with over the Web, sign and encrypt mess
the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
revocation ist (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cetificate Services Documentation.

Selectatask:

i i I
I ifi ifi hain_or

2) & Request a certificate”, EEISEIEPBZEELD“Web Browser Certificate”, 40l
TERf:

{2 Microsoft Certificate Services - Windows Internet Excplorer

GG * [ ntp:/75.5.5.1 6080/ cortars/eartraus. asp

| e ek vew Favrtes Took Hob
W4 g8 Mcrosaft Certificate Services | |

Microsoft Certificate Senices -

Request a Certificate

Select the certificate type:
Web Browser Certificate
Mail Protoct :

Or, submit an advanced certificate request.

3) WNIERHEEER, WTHEMx:

{7~ Microsolt Certificate Services - Windows Internet Explorer

| Be E® vew Favees Lok beb
W 4 @merosolt Conficate Services | il

m w (i8] htrp://5 5.5, 1:8080/ cer tarv/ cortradi. aspPiype=0 =

Web Browser Certificate - Identifying Information

To complete your certificate, type the requested information in the following boxes
MName: |Admin
E-Mail: [Admin@abc com

Company: |A
Department: [Research

City: [B
State: |C

Country/Region: Cq

More Ogtions >»

&lbm'l:l
4) MFPRERIBAINAT (Certificate Issued) , E“Install the certificate” LAZZZEIFH

o


http://5.5.5.1:8080/certsrv

/2 Microsolt Certificate Services - Windows Inbernet Explorer

G:‘\y > It_ http: /5. 5.5 18080/ cer tarw cor tinsh. asp

| He Edt Wew Favores Took el
3% O @ Maosoft Cartificats Sarvices II

Microsoft Cenfficate Serdces —

Certificate Issued

The certificate you requested was issued to you.

{==] Instal this certificate

5) EPZedesete, AILAEREREESEEFiETools (TH) > Internet
Options (InternetifEIA) , 4£imiE#E Content (NZ) > Certificates (UEP) IMLAEE

3.4 IS
1) IZTIE, HEHHZEINS58001 S hitps:/1.1.1.1, RHiZes#HwebMEERINFIE
. MNP RabcfIZRi3123% R, W TFEFR:

Wb user login

User Name |ahc |

Pazzword |...| |

/N, FEEXES:

1) EIEBEBRRE, EERSEE (Windows Server 2003) , HTTPSIRSS S (S58
00%#54)1) FIFEFNISEEE—EERFH—rdth, RIF&MUTCRIEZEER;

2) Windows Server 2003 CAIRSSECE, IEFFREMMAIERRE, HEAFITH
#%;

3) SCEPACiscoigi¥, BFMASHInternet Draft, TiH3CIR&ZAZIFSCEP Challe
nge, EIHEREHRIXSCEPHEHAT—EELIESCEP Challengelftli;

4) S5800i@iFSCEPEHEIEF, HEXSCEPIHEHFEXSRA, EItS5800EEIEFHEiEA
ARSI A —EEAIRA;

5) EHTTPSIRSE S RHICIREEEApachelRE SR INEIMEERS, &E
FAH3CIIB AN B8 sLhEE T HTTPSHIWebRI .


http://5.5.5.1:8080/certsrv
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