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WEB_SERVER_PyCurl_Suspicious_User_Agent_Inbound
Web_Applications_SQL_Injection_Attack_Get(Boolean)
NSFOCUS_RSAS_Get_Bind_Version_Attempt(UDP)
Apache_Struts2_includeParams_Attribute_ Remote_Commond_Execution_Vulnerability(POST)
Generic_XSS_Attack(Script_RawHeader)
SCAN_Non-Allowed_Host_Tried_to_Connect_to_MySQL_Server
Web_Applications_SQL._Injection_Attack_Get(Boolean)
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DNS_Query_to_a_.tk_domain_-_Likely_Hostile
(CVE-2014-4049)PHP_DNS_TXT_Record_Handling_Heap_Buffer_Overflow_Vulnerability
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WEB_SERVER_PyCurl_Suspicious_User_Agent_Inbound

9602 WEB_SERVER_PyCurl_Suspicious_User_Agent_Inbound $XWEBJRS388User_AgentgPy
CurlJeIEEifla  PyCurl@— /N CiESSRlibcur EEE, B— 1 EHNESZERNEFRURLER
. ZHNETAMWEBRS2EUser_AgentIPyCurlfJal88hialER,  BRIEARSEIRAHER AN
T, BEFEEESEH. RS01 NA NA NA NA true Permit+Logging
Web_Applications_SQL_Injection_Attack_Get(Boolean)

24320 Web_Applications_SQL_Injection_Attack_Get(Boolean) Web_Applications_SQL_Injection_
Attack_Get(Boolean) SQL Injection is a technique used to take advantage of non-validated input vul

nerabilities to pass SQL commands through a Web application for execution by a backend database.
This signature detects SQL injection attacks involving the Boolean SQL statement. BEIEAIAZE
IRUBERNANT, BEYIREFESEH. RS01 NA NA NA NA true Permit+Logging
NSFOCUS_RSAS_Get_Bind_Version_Attempt(UDP)

17476 NSFOCUS_RSAS_Get_Bind_Version_Attempt(TCP) NSFOCUS_RSAS_Get Bind_Version
_Attempt(TCP) NSFOCUS_RSAS_Get_Bind_Version_Attempt(TCP) BEIE A LSRN
T, BRI EESES. RS0 NA NA NA NA true BlockSrc+Logging
Apache_Struts2_includeParams_Attribute_ Remote_Commond_Execution_Vulnerability(POST)

243

Apache_Struts2_includeParams_Attribute_ Remote_Commond_Execution_Vulnerability(POST)
Apache_Struts2_includeParams/@4imiZap SHITIRIA(POST) Microsoft Internet Information Servic
es2 IR A THREAAIETIZITMicrosoft WindowsHIEBXMEARARSS. Microsoft Internet Information
Services (IIS) 7. SHEAFFAEE P XIEHIFIRE. ZFastCGITIRERIISIRSRERRT, ITEEETLUE
BB RHUTIESNRE. Bl BEERHh T A TLMESX M Z2m, BRI BERTE
. http://www.microsoft.com/technet/security/Bulletin/MS10-065.mspx RS01 CVE-2013-1966,CVE-
2013-4316,CVE-2013-2115 60166,62587,60167 NA  CNNVD-201305-493,CNNVD-201309-445,CN
NVD-201305-577 true Reset+Logging

Generic_XSS_Attack(Script_RawHeader)

31627 Generic_XSS_Attack(Script_RawHeader) Generic_XSS_Attack(Script_RawHeader) Gene
ric_XSS_Attack(Script_RawHeader) BRIE/SIERBRAMERANT, BHEIIXTESEH. RSO
NA NA NA NA true Reset+Logging
SCAN_Non-Allowed_Host_Tried_to_Connect_to_MySQL_Server

11395 SCAN_Non-Allowed Host_Tried_to_Connect_to_MySQL_Server £XtMYSQLARSSEERYZEI,
AR SPIMYSQUERSSSBMNSINERETN BRIERSERMBRAN T, BRI EETEH
. RS01 NA NA NA NA true Permit+Logging
Web_Applications_SQL_Injection_Attack_Get(Boolean)

24320 Web_Applications_SQL_Injection_Attack _Get(Boolean) Web_Applications_SQL_Injection_
Attack_Get(Boolean) SAQL Injection is a technique used to take advantage of non-validated input vul
nerabilities to pass SQL commands through a Web application for execution by a backend database.
This signature detects SQL injection attacks involving the Boolean SQL statement. HEIEAIAZE
REMERANT, IBEYIXTEESEH. RS01T NA NA NA NA true Permit+Logging
DNS_Query_to_a_.tk_domain_-_Likely_Hostile

19278 DNS_Query_to_a_.tk_domain_-_Likely_Hostile §t37.tkifiA=EANAIETEEDNSTERK £ tkid
PENAIITEEDNSIER BRIESESERMENAN T, BEIIXTESIEH. RS0T NA NA NA
NA false Permit+Logging
(CVE-2014-4049)PHP_DNS_TXT_Record_Handling_Heap_Buffer_Overflow_Vulnerability


https://zhiliao.h3c.com/questions/catesDis/271
https://zhiliao.h3c.com/User/other/26567
http://www.microsoft.com/technet/security/Bulletin/MS10-065.mspx

PHP_DNS_TXT_Record_Handling_Heap_Buffer_Overflow_Vulnerability (CVE-2014-4049)PHP
EHTF RS XEHIRER PHP (PHP: Hypertext Preprocessor, PHP: B AFI4MESE) 2PHP Gr
oupFIFF IR I KRR — M RIBRITETMAES, RESIFEERE. TS8R
ERIBERFASIEC. C+HTIEFY 8BS, PHP 5.6.0betad & ZHikZA#Jext/standard/dns.c3 {4
f4'php_parserr BEIFEEFHIVE P KRHFR, TEKEETEIFHIIONS TXTIERABZR
SRR MERS (FiR) » BR BEfRH I AR TLUEEXAMZ2AR, B2 BER T E:h
ttp://www.php.net/ RS02 CVE-2014-4049 NA NA CNNVD-201406-432 true Drop+Logging



	T1060部分威胁日志含义
	问题描述
	解决方法


