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#

object-policy ip Any-Any

rule 0 pass

#

object-policy ip any-local

rule 0 pass

#

object-policy ip local-any

rule 0 pass

#

zone-pair security source Any destination Any
object-policy apply ip Any-Any

#

zone-pair security source Any destination Local
object-policy apply ip any-local

#

zone-pair security source Local destination Any
object-policy apply ip local-any

#
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#

acl advanced 3299

rule 0 permit ip source 10.1.30.0 0.0.0.255 destination 10.10.99.0 0.0.0.255
#

ipsec transform-set tran1

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm sha1

#

ipsec policy-template 1 3
transform-set tran1

security acl 3299

local-address 222.171.x.x

ike-profile profile99


https://zhiliao.h3c.com/questions/catesDis/514
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#
ipsec policy use1 10 isakmp

ipsec policy use1 100 isakmp template 1
#

ike profile profile99

keychain keychain99

dpd interval 10 retry 6 on-demand
exchange-mode aggressive
local-identity fqdn center

match remote identity fqdn branch_vpn
match local address GigabitEthernet1/0/1
#

ike keychain keychain99

match local address GigabitEthernet1/0/1
pre-shared-key hostname branch_vpn key cipher $c$3$rdbNXhHCO0IKlegCJcjAU5hGziDVv8SvZEKkx
#

e IART00BCE :

#

acl name b_Cellular0/0/0_1 3999
rule 5 permit ip source 10.10.99.0 0.0.0.255 destination 10.1.30.0 0.0.0.255
#

ike proposal 1
encryption-algorithm des

dh group1
authentication-algorithm shal
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256

#

ike peer branch_vpn1

undo version 2

exchange-mode aggressive
pre-shared-key cipher %"%#J3M"8JnobMfrxmD,ic]4, bq%:$!dTo@pBC{i>QK %" %#
ike-proposal 1

remote-id fqdn center

local-id fgdn branch_vpn
remote-address 222.171.x.x
#

ipsec policy branch_vpn 1 isakmp
security acl 3999

ike-peer branch_vpn1

proposal branch_vpn1
#

3.  FWHdebug ikelS&

*May 24 09:12:22:813 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st =113.5.7.104/11048

Peer ID type: IPV4_ADDR (1). /iptsittRA

*May 24 09:12:22:813 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st =113.5.7.104/11048

Peer ID value: address 10.105.62.235.

*May 24 09:12:22:813 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st=113.5.7.104/11048

No profile is matched. ;88 profile[LEE
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ike peer branch_vpn1



undo version 2

exchange-mode aggressive

pre-shared-key cipher %"%#J3M"8JnobMfrxmD,ic]4, bq%:$!dTo@pBC{i>QK%"%#

ike-proposal 1

remote-id fgdn center

local-id fqdn branch_vpn

remote-address 222.171.x.x

#

local-id-type name //FR&E IKEMFRTAIRAYIDZER], V200R008K: ZEHINRAS, nameSE#EHafqdn

EXHMlike peer FiENlocal-id-type fqdnlA B remote-id-type fqdn;

4, HIEERKIE, KEEFWHIdebug ikefSE

*May 24 14:37:44:683 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st =113.5.4.41/13797

Peer ID type: FQDN (2).

*May 24 14:37:44:683 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st =113.5.4.41/13797

Peer ID value: FQDN fqdn branch_vpn.

*May 24 14:37:44:683 2019 CHIP-FW IKE/7/PACKET: -COntext=1; vrf = 0, src = 222.171.137.145, d
st=113.5.4.41/13797

No profile is matched.

E4£80R5IHFQDN, EEAMRIEFQDNILE A profile, EERERBRI, MintZEEREYIRA,
FRBMHEKFQDNFNRE T, SRAEIMNES fqdnZFRETRIN

remote-id-type fqdn

local-id-type fqdn

remote-id fqdn center IEBRNA—NEIKIDIRR, ARFQDNEFRFEILIE ST

local-id fgdn branch_vpn

5. BB TN EERinEZikeflipsec salEE
ike peer branch_vpn1

undo version 2

exchange-mode aggressive

pre-shared-key cipher %"%#J3M"8JnobMfrxmD,ic]4, bq%:$!dTo@pBC{i>QK %" %#
ike-proposal 1

remote-id-type fqdn

local-id-type fqdn

remote-id center

local-id branch_vpn

remote-address 222.171.x.x

#

HriESlike peerfic &

1. 0local-id-type fqdnl:A Kz remote-id-type fgqdn

2. #&local-id fqdn branch_vpn #Alocal-id branch_vpn
$&remote-id fqdn center X9 remote-id center
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