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ER=EHBRZEZEEHANL, PCEMloopback{E, HEBIMTEK:
1. dvpnigf$Z gabe

2. MSR56601E/ghubii, MSR3620%13020fEaspokeis, SEF3hub-spoke45Hal;
3. {FHipseciIEUEHITING,;

4. MSR5660 {E/VAMserver, SEFZAMIAIE,

. EmE:

hub
MSR5660

Spokel Spoke2
MS5SR3620 MSR3020
IPHERERIR -
RE SNROIP AP TunneldIP Loopback ip

MSR5660 | 10.0.0.1/24 1.1.1.1/24 192.168.1.1/24 |1.1.1.1/32
MSR3620 | 20.0.0.1/24 2.2.2.2/24 192.168.1.2/24 |2.2.2.2/32
MSR3020 | 30.0.0.1/24 3.3.3.3/24 192.168.1.3/24 | 3.3.3.3/32
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1, MSR5660 LEEEAHIAIERRE, Javam client I—{HIAE

#

domain abc

authentication advpn local

#

#

local-user hub class network

password cipher $c$3$E94XBBjAX2uaXnYWL1/Pa4n//W1DpQ==
service-type advpn

authorization-attribute user-role network-operator

#

local-user spoke1 class network

password cipher $c$3$AjgXdiz0AapEEfPOhSDGOPPYBLbaXA==
service-type advpn

authorization-attribute user-role network-operator

#

local-user spoke2 class network

password cipher $c$3%$2sk1GhLNtPvmgPSTob81Mbnllta40Q==
service-type advpn

authorization-attribute user-role network-admin
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authorization-attribute user-role network-operator
#
2, 7EMSR5660_LEZEVAMsever2#, dvpnidi&jgabe idja1
#
vam server advpn-domain abc id 1
pre-shared-key cipher $¢$3$CXwDOAhMccuNG323gs8c/IcT7EIu0A==
authentication-method chap domain abc
server enable
hub-group 0
hub private-address 192.168.1.1
spoke private-address range 192.168.1.0 192.168.1.255
#
3. {EMSR5660_LEEVAM client2#, BSEEJIhubisx.
#
vam client name hub
advpn-domain abc
server primary ip-address 10.0.0.1
pre-shared-key cipher $c$3$bWr5WXMFR/aUYs7f404ktGLFogqRVeg==
user hub password cipher $c$3%aVtfVTH2c+z+1PYMAWKCMXEj/FERTA==
client enable
#
4, 7EMSRS5660_EE2EipsecZLIESR
#
ipsec transform-set 1
esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#
ipsec profile 1 isakmp
transform-set 1
ike-profile 1
#
ike profile 1
keychain 1
#
ike keychain 1
pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$tdTO/lod2V5nncno4Jl/xviWb3tS6g==
#
5, 7EMSR5660 LEEEdvpnf&iE, RAudptEztiisc. BiE LiAMipsecRLMER, HABIMVSIRE
R9dvpniYFRS.
#
interface Tunnel1 mode advpn udp
ip address 192.168.1.1 255.255.255.0
ospf network-type p2mp
source GigabitEthernet2/0/0
tunnel protection ipsec profile 1
vam client hub compatible advpn0

#

6, TEMSR5660_LEEEOSPF, iStunnelOFIARIEOS&iHospf,
#

ospf 1

area 0.0.0.0

network 1.1.1.0 0.0.0.255
network 192.168.1.1 0.0.0.0
#

MSR3620HIEC BB

1, 7EMSR3620_LFEZEVAM client, EIT{EHIspokeifs

#

vam client name spoke1

advpn-domain abc

server primary ip-address 10.0.0.1

pre-shared-key cipher $c$3$dAX5ZBSKxvIMfkirBjgbMox17un3Nw==

user spoke1 password cipher $c$3$tpAUDOX7rQbXGMm+WzzBVgidvYuKUQ==



client enable

#

2, TEMSR3620 LEHipsec ELIESR
#

ipsec transform-set 1

esp encryption-algorithm des-cbc

esp authentication-algorithm md5

#

ipsec profile 1 isakmp

transform-set 1

ike-profile 1

#

ike profile 1

keychain 1

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$tAelqptg/gvntlZEeqOlIrFXw5nqug==
#

3, TEMSR3620 EEEdvpnfi#isi, RAudpHRE, FEREED LFAipsecZLER
#

interface Tunnell mode advpn udp

ip address 192.168.1.2 255.255.255.0
ospf network-type p2mp

source GigabitEthernet0/0

tunnel protection ipsec profile 1

vam client spoke1

#
4, 7EMSR3620LEEEOSPF, iStunnelOFIAMIEOE Sikospf.
#
ospf 1
area 0.0.0.0
network 2.2.2.0 0.0.0.255
network 192.168.1.2 0.0.0.0
#
MSR3020MIEE B
1, 7EMSR3620_LELHVAM client, BS{E/Ispokelit
#

vam client name spoke2

client enable

server primary ip-address 10.0.0.1

user spoke2 password cipher $c$3$JrAPoBzo8JMktthDYpGyCyBck8LYTA==
vpn abc

pre-shared-key cipher $c$3$jC7Ix9gaoRob0xNinoC7qwXeVNsZdQ==
#

2, 7EMSR3020_EE2EipsecZLIESR

#

ike peer 1

pre-shared-key cipher $c$3$xAx7reyenG3PFLISg5akSY+hZ9UxVQ==
#

ipsec transform-set 1

encapsulation-mode tunnel

transform esp

esp authentication-algorithm md5

esp encryption-algorithm des

#

ipsec profile 1

ike-peer 1

transform-set 1

#

3. TEMSR3020 LEHdvpnl#iE, RAudpFEERt, HEREZEO LERipsecRLIER
#

interface Tunneld

ip address 192.168.1.3 255.255.255.0



tunnel-protocol dvpn udp
source GigabitEthernet0/0
ospf network-type p2mp
ipsec profile 1
vam client spoke2
#
4, 7EMSR3020_EECHOSPF, $StunnelOFIRMIEOS Sittospf,
#
ospf 1
area 0.0.0.0
network 192.168.1.3 0.0.0.0
network 3.3.3.0 0.0.0.255
#

g, EEIGIE

1, f£VAM sever (MSR5660) LE&Z&vam clientfSiEIER. FiEhubinflspokein#BRiEMt L.
<MSR56>display vam server address-map

ADVPN domain name: abc

Total private address mappings: 3

Group  Private address Public address Type NAT Holding time

0 192.168.1.1 10.0.0.1 Hub No OH 17M 49S

0 192.168.1.2  20.0.0.1 Spoke No OH 11M 38S

0 192.168.1.3  30.0.0.1 Spoke No OH 29M 8S

2, fEhubi (MSR5660) & Hdvpn £iFJA7E. StatefiZJIsuccess,
<MSR56>display advpn session verbose
Interface : Tunneld
Client name :hub
ADVPN domain name : abc
Link protocol  : IPsec-UDP
Number of sessions: 2
Private address: 192.168.1.2
Public address : 20.0.0.1
ADVPN port  : 18001
SA's SPI:
inbound: 1736220816 (0x677ca090) [ESP]
outbound: 871375101 (0x33f020fd) [ESP]
Behind NAT  :No
Session type : Hub-Spoke
State : Success
Holding time : OH 7M 53S
Input : 68 packets, 65 data packets, 3 control packets
27 multicasts, 0 errors
Output: 74 packets, 71 data packets, 2 control packets
35 multicasts, 1 errors

Private address: 192.168.1.3
Public address : 30.0.0.1
ADVPN port  :4571
SA's SPI:
inbound: 2877476916 (0xab82d034) [ESP]
outbound: 1028202610 (0x3d492072) [ESP]
Behind NAT  : No
Session type : Hub-Spoke
State : Success
Holding time : OH 8M 26S
Input : 53 packets, 52 data packets, 1 control packets
19 multicasts, 0 errors
Output: 60 packets, 59 data packets, 1 control packets
38 multicasts, 0 errors
3. fEvam clienifs (MSR3620) BEEvamiEHHAZ, current statefziZIONLINE
<MSR36>display vam client fsm
Clientname  :spokel
Status : Enabled



ADVPN domain name: abc
Primary server: 10.0.0.1
Private address: 192.168.1.2

Interface  : Tunnell
Current state : ONLINE (active)
Client type : Spoke
Holding time :0H 1M 318

Encryption-algorithm : AES-CBC-256
Authentication-algorithm: HMAC-SHA1
Keepalive : 180 seconds, 3 times
Hub number 1

4, {£vam clieniz (MSR3620) &&dvpn £if, stateiZ/ISuccess
<MSR36>display advpn session verbose
Interface : Tunneld
Client name : spokel
ADVPN domain name : abc
Link protocol  : IPsec-UDP
Number of sessions: 1

Private address: 192.168.1.1

Public address : 10.0.0.1

ADVPN port  : 18001

SA's SPI:

inbound: 1389802046 (0x52d6b23e) [ESP]
outbound: 3204125641 (0xbefb13c9) [ESP]

Behind NAT  : No

Session type : Spoke-Hub

State : Success

Holding time : OH 1M 33S

Input : 22 packets, 20 data packets, 2 control packets

6 multicasts, 0 errors
Output: 19 packets, 17 data packets, 2 control packets
5 multicasts, 0 errors

5. fEvam clienifs (MSR3020) &EEvamiEHHAZ, current statefiZIONLINE
<MSR30>dis vam client fsm

Client name: spoke2

VPN name: abc

Interface: Tunnell

Resend interval(seconds): 5

Client type: Spoke

Username: spoke2

Primary server: 10.0.0.1
Current state: ONLINE
Holding time: 0h 31m 33s
Encryption-algorithm:  AES-256
Authentication-algorithm: SHA1
6. {Evam clieniz (MSR3020) &&dvpn £iF, statefi%Z/ISuccess
<MSR30>display dvpn session all
Interface: Tunnell VPN name: abc Total number: 1

Private IP:  192.168.1.1
Public IP:  10.0.0.1
Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 10m 36s
Input: 64 packets, 63 data packets, 1 control packets
42 multicasts, 0 errors
Output: 57 packets, 56 data packets, 1 control packets
23 multicasts, 0 errors
7. EBEMHNK. HubizFIF{ spokelnEBEEEIE
<MSR56>ping -a 1.1.1.1 2.2.2.2



Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 2.2.2.2: icmp_seq=0 ttl=255 time=0.918 ms
56 bytes from 2.2.2.2: icmp_seq=1 ttl=255 time=0.707 ms
56 bytes from 2.2.2.2: icmp_seq=2 ttl=255 time=0.695 ms
56 bytes from 2.2.2.2: icmp_seq=3 ttl=255 time=1.354 ms
56 bytes from 2.2.2.2: icmp_seq=4 ttl=255 time=0.740 ms

<MSR56>ping -a 1.1.1.1 3.3.3.3

Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 3.3.3.3: icmp_seq=0 ttI=255 time=1.347 ms

56 bytes from 3.3.3.3: icmp_seq=1 ttI=255 time=1.280 ms

56 bytes from 3.3.3.3: icmp_seq=2 ttI=255 time=1.233 ms

56 bytes from 3.3.3.3: icmp_seq=3 ttl=255 time=1.233 ms

56 bytes from 3.3.3.3: icmp_seq=4 ttl=255 time=6.516 ms
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