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#

controller Cellular0/0

#

controller Cellular0/1

#

interface Aux0

#

interface Ethernet1/0

port link-mode route

#

interface Ethernet1/0.1

ip policy-based-route 1

#

interface Ethernet1/0.2

ip address 172.16.2.1 255.255.255.0
vlan-type dot1q vid 2

ip policy-based-route 1

#

interface Ethernet1/0.3

ip address 172.16.3.1 255.255.255.0
vlan-type dot1q vid 3

ip policy-based-route 1
#

interface Ethernet1/0.4

ip address 172.16.4.1 255.255.255.0
vlan-type dot1q vid 4

ip policy-based-route 1
#

interface Ethernet1/0.5

ip address 172.16.5.1 255.255.255.0
vlan-type dot1q vid 5

ip policy-based-route 1
#
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interface Ethernet1/1
port link-mode route
#
interface Ethernet1/1.1
ip policy-based-route 1
#
interface Ethernet1/1.2
ip policy-based-route 1
#
interface Ethernet1/1.6
ip address 172.16.6.1 255.255.255.0
vlan-type dot1q vid 6
ip policy-based-route 1
#
interface Ethernet1/2
port link-mode route
#
interface Ethernet1/2.7
ip address 172.16.7.1 255.255.255.0
vlan-type dot1q vid 7
ip policy-based-route 1
#
interface Ethernet1/3
port link-mode route
#
interface Virtual-Template1
ppp authentication-mode chap domain system
remote address pool 7
ip address 172.16.10.1 255.255.255.0
#
interface NULLO
#
interface LoopBack0
#
interface GigabitEthernet0/1
port link-mode route
ip address 219.133.71.196 255.255.255.248
nat outbound 3006
ipsec apply policy JJS /4B Eipsectkig
#
ip route-static 0.0.0.0 0 Dialer1  //IEREAVERRHD
ip route-static 0.0.0.0 0 219.133.71.193 preference 50 [EIARS RS E EE O
ip route-static 119.147.92.158 32 219.133.71.193
#
acl advanced 3005  //EEEipsecHIBIEEA
rule 0 permit ip source 172.16.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.255
#
acl advanced 3006 /[ERE bt Racl, ZllipsecBEimEH THEHIER
rule 0 deny ip source 172.16.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.255
rule 5 permit ip
#
ipsec transform-set JJS I/BliEipsecREIRIN
esp encryption-algorithm 3des-cbc
esp authentication-algorithm shat
pfs dh-group2
#
ipsec policy JJS 10 isakmp /1B ipsecERig
transform-set JJS
security acl 3005
local-address 219.133.71.196
remote-address 119.147.92.158
ike-profile JUS
sa duration time-based 3600
#



ike profile JJS /[BliRipsec profile

keychain JJS

local-identity address 219.133.71.196

match remote identity address 119.147.92.158 255.255.255.255
proposal 1

#

ike proposal 1 //8lEike proposal

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

sa duration 28800
#

ike keychain JJS /I8)J#Zike kenchain

pre-shared-key address 119.147.92.158 255.255.255.255 key cipher $c$3$YsnapP3IxP/mnLekI3KO
Lxuzakii9rWeNQ==
#
return
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[H3C-JJS]disp ike sa

Connection-ID Remote Flag DOI
3741 119.147.92.158 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING
[H3C-JJS]disp ips sa

Interface: GigabitEthernet0/1

IPsec policy: JUS
Sequence number: 10
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy: dh-group2
Inside VPN:
Path MTU: 1443
Tunnel:
local address: 219.133.71.196
remote address: 119.147.92.158
Flow:
sour addr: 172.16.0.0/255.255.0.0 port: 0 protocol: ip
dest addr: 192.168.0.0/255.255.0.0 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 3719319854 (0xddb0512e)
Connection ID: 7743826034786
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/28800
SA remaining duration (kilobytes/sec): 1843200/2206



Max received sequence-number: 0
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI: 159650169 (0x09841179)
Connection ID: 11343008628835
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/28800
SA remaining duration (kilobytes/sec): 1839651/2206
Max sent sequence-number: 55990
UDP encapsulation used for NAT traversal: N
Status: Active
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#

policy-based-route 1 permit node 1
if-match acl 3002

apply output-interface Dialer1

#

policy-based-route 1 permit node 2

if-match acl 3003 IIRVEET R, FERMEISRERERIEIEH
#

policy-based-route 1 permit node 3

if-match acl 3004 IREETIR, (fHipsecEITATM B ERIRISHA
#

policy-based-route 1 permit node 4

if-match acl 3001

apply output-interface Dialer1

#

controller Cellular0/0

#

controller Cellular0/1

#

interface Aux0
#

interface Dialer!  /[ELEIRS

ppp chap password cipher $c$3$wfoaPwdpecApriGI9fHN700HiHoIG3KlIgtVk
ppp chap user 075506566013@163.9d

ppp pap local-user 075506566013@163.9d password cipher
$c$3$WWO/uBLpX90iMIRESCyeJKLNv3dsxAyNUI+1

dialer bundle enable

dialer-group 1

dialer timer idle O

dialer timer autodial 60
ip address ppp-negotiate
nat outbound 3001

#

interface Ethernet1/0
port link-mode route

#

interface Ethernet1/0.1

ip policy-based-route 1
#

interface Ethernet1/0.2

ip address 172.16.2.1 255.255.255.0
vlan-type dot1q vid 2

ip policy-based-route 1
#

interface Ethernet1/0.3

ip address 172.16.3.1 255.255.255.0
vlan-type dot1q vid 3

ip policy-based-route 1
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#
interface Ethernet1/0.4
ip address 172.16.4.1 255.255.255.0
vlan-type dot1q vid 4
ip policy-based-route 1
#
interface Ethernet1/0.5
ip address 172.16.5.1 255.255.255.0
vlan-type dot1q vid 5
ip policy-based-route 1
#
interface Ethernet1/1
port link-mode route
#
interface Ethernet1/1.1
ip policy-based-route 1
#
interface Ethernet1/1.2
ip policy-based-route 1
#
interface Ethernet1/1.6
ip address 172.16.6.1 255.255.255.0
vlan-type dot1q vid 6
ip policy-based-route 1
#
interface Ethernet1/2
port link-mode route
#
interface Ethernet1/2.7
ip address 172.16.7.1 255.255.255.0
vlan-type dot1q vid 7
ip policy-based-route 1
#
interface Ethernet1/3
port link-mode route
#
interface Virtual-Template1
ppp authentication-mode chap domain system
remote address pool 7
ip address 172.16.10.1 255.255.255.0
#
interface NULLO
#
interface LoopBack0
#
interface GigabitEtherneto/0 /0 F936E E/iEEN
port link-mode route
combo enable copper
tcp mss 1460
pppoe-client dial-bundle-number 1
#
interface GigabitEthernet0/1
port link-mode route
mtu 1400
ip address 219.133.71.196 255.255.255.248
tcp mss 1024
nat outbound 3006
nat server protocol tcp global 219.133.71.196 1521 inside 172.16.7.53 1521
nat server protocol tcp global 219.133.71.196 8081 inside 172.16.2.218 8081
nat server protocol tcp global 219.133.71.196 33099 inside 172.16.6.121 3389
ipsec apply policy JJS /4B EipsecERRg
#
interface GigabitEthernet0/2
port link-mode route



#
scheduler logfile size 16
#
line class aux
user-role network-admin
#
line class tty
user-role network-operator
#
line class vty
user-role network-operator
#
line aux 0
user-role network-admin
#
line vty 0 4
authentication-mode scheme
user-role network-operator
#
line vty 5 63
user-role network-operator
#
ip route-static 0.0.0.0 0 Dialer1  //ItLERER{EAEH
ip route-static 0.0.0.0 0 219.133.71.193 preference 50 IERARS RS E etz O
ip route-static 119.147.92.158 32 219.133.71.193
#
acl advanced 3001
rule 0 permit ip source 172.16.0.0 0.0.255.255
rule 10 permit icmp
#
acl advanced 3002
rule 1 permit ip destination 119.147.92.139 0
rule 3 permit ip destination 119.147.92.141 0
rule 5 permit ip destination 119.147.92.142 0
rule 7 permit ip destination 119.147.92.146 0
rule 9 permit ip destination 119.147.92.148 0
rule 11 permit ip destination 119.147.92.149 0
rule 13 permit ip destination 119.147.92.150 0
rule 15 permit ip destination 119.147.92.154 0
#
acl advanced 3003
rule 0 permit ip source 172.16.0.0 0.0.255.255 destination 172.16.0.0 0.0.255.255
rule 5 permit ip destination 119.147.92.0 0.0.0.255
rule 10 deny ip source 172.16.7.53 0 destination 172.16.0.0 0.0.255.255
rule 15 permit ip source 172.16.7.53 0
rule 20 deny ip source 172.16.2.218 0 destination 172.16.0.0 0.0.255.255
rule 25 permit ip source 172.16.2.218 0
rule 30 deny ip source 172.16.6.121 0 destination 172.16.0.0 0.0.255.255
rule 35 permit ip source 172.16.6.121 0
#
acl advanced 3004
rule 5 permit ip destination 172.16.10.0 0.0.0.255
rule 10 permit ip source 172.16.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.255
#
acl advanced 3005 /g EipsecHIR R
rule 0 permit ip source 172.16.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.255
#
acl advanced 3006 [FRE bl EEHRacl, 2EbipsecB GRS TH TR
rule 0 deny ip source 172.16.0.0 0.0.255.255 destination 192.168.0.0 0.0.255.255
rule 5 permit ip
#
ipsec transform-set JJS /BlEipsecR £IRIN
esp encryption-algorithm 3des-cbc
esp authentication-algorithm shat



pfs dh-group2
#
ipsec policy JJS 10 isakmp /1Bl ipsectRig
transform-set JJS
security acl 3005
local-address 219.133.71.196
remote-address 119.147.92.158
ike-profile JUS
sa duration time-based 3600
#
12tp-group 1 mode Ins
allow I2tp virtual-template 1
undo tunnel authentication
tunnel name LNS
#
12tp enable
#
ike profile JJS /IBlEipsec profile
keychain JJS
local-identity address 219.133.71.196
match remote identity address 119.147.92.158 255.255.255.255
proposal 1
#
ike proposal 1 /I8))#Zike proposal
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md5
sa duration 28800
#
ike keychain JJS //&#ike kenchain
pre-shared-key address 119.147.92.158 255.255.255.255 key cipher $c$3$YsnapP3IxP/mnLekI3KO
Lxuzakii9rWeNQ==
#
return
2% JuniperfitE
1. BlJ#Eike proposal

—— VPH Gateway Configuration
Chasss
=
Logkal System. Gatesay | IEPolcy | Proposal
it e —
i Name Authantication algarthm Authentcatn mathod
-_— KEPRO1 5 pre-shared-heys
b AT |
b Security
_____________J
Edit proposal
e — s repen
Dynamic VPN configuration tips.
‘When this IKE proposal is configured for Dynamic VPN, Authentication method can only be ‘pre-shared-
by,
* Name:
Authentication md5 b
algorthm:
* AUthentication | pre-shared-keys o
s Mathod:
b Class of Service | Description:
I System Propertes | DH Group: group2 »
e —— Encryption Ides-cbe )
.D Chassss Chuster algosthrm:
I Senvces Lifetrne seconde: | 28800

o) Cana ]
2, BliEikesdE(K, (ERERIIE



3. kX EARITHZEIR

4. TEikeXIEAPIEEI IR AR

5. Bt&Eipsec proposal

6. EcEipseciklg, {FMAdh-group2



7. tliEipsectily, FPEikeXIE A FipsectEhi

8. BlEipsecBrdiiE




& Edit Polcy ®/|
| betaces I»aoem Jiadd  yEst X Deet
Pobey | LogomaiCount | Schecuing | Pemit Acten | Aokcanen Servces | Appkcaton Qus |
i * by Hamw: * Polcy Action: peme - |
P pobey D . prasc g Actien i Services
b AT * Palicy Context ;
& zone From Zone: unust % To Zone: st i @
LG J Global Peley 2
[ e Apprw potey * Source Address * Bestination Address @
mere—Tr— Address-Book Matched Address ook Matched L
L | |Deny_Host * | vpnuntrst Host197 = ventrust @
WI Dany_Untrust_01 Host190 E @
o Deny_Untust 02~ Hast188 g
o e ®
[ Ferwarang | 17l ad new source address 7] add new destination sddress o
MG @
D) @
Appsecuesetings ||| | * Apphcations ®
b Fiters Applcations Sets =
Y NagosBo0s = % @
DS-Lite SQLL433 . @
Adkdress Book. SSH10022 &
M PDesktoo38S0 4
r—— . -
o[ cancel

[H3C-JJS]disp ike sa

Connection-ID Remote Flag DOI
3741 119.147.92.158 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING
[H3C-JJS]disp ips sa

Interface: GigabitEthernet0/1

IPsec policy: JUS
Sequence number: 10
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel

Perfect forward secrecy: dh-group2
Inside VPN:
Path MTU: 1443
Tunnel:
local address: 219.133.71.196
remote address: 119.147.92.158
Flow:
sour addr: 172.16.0.0/255.255.0.0 port: 0 protocol: ip
dest addr: 192.168.0.0/255.255.0.0 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 3719319854 (0xddb0512e)
Connection ID: 7743826034786
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/28800
SA remaining duration (kilobytes/sec): 1843200/2206
Max received sequence-number: 0
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI: 159650169 (0x09841179)
Connection ID: 11343008628835
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/28800
SA remaining duration (kilobytes/sec): 1839651/2206
Max sent sequence-number: 55990
UDP encapsulation used for NAT traversal: N
Status: Active
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